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National Council of Child Support Directors
[bookmark: _Toc481759951]Introduction

The National Council of Child Support Directors (NCCSD) was established to provide a forum for State IV-D Child Support Program directors to discuss common problems and solutions associated with program administration, interstate and international cooperation, federal-state-local relations and other matters as deemed important. The NCCSD also provides a structured medium for communicating with federal agencies the views, opinions and consensus of the Council on selected issues, and for maintaining a continuing dialogue with federal agencies on matters of concern or interest to the Council.
The NCCSD established the Internal Revenue Service (IRS) Audit Committee in June of 2016 in anticipation of the revised IRS Publication 1075 (September 30 2016) to facilitate the exchange of best practices and safeguard review experiences throughout the Regions. A total of 11 states from all 10 Regions and more than 25 child support experts participate on a monthly basis. 
This document is intended to be a guide to assist states in preparing for a successful IRS review. It is expected to be a living document, in that updates will be added as states continue to share their experiences and best practices. 
The experience, expertise and shared examples of best practices from the workgroup members are greatly appreciated. 









[bookmark: _Toc481759952]Safeguard Review Preparation
[bookmark: _Toc481759953]Section 2.6 (Safeguard Reviews)
Safeguard reviews are conducted by the IRS Office of Safeguards within the Office of Privacy, Governmental Liaison and Disclosure. These on-site reviews are used to evaluate the use of Federal Tax Information (FTI) and determine the adequacy of the safeguards put into place to protect such data.  
[bookmark: _Toc481759954]Preparing for the Review
1. [bookmark: _Toc475095058][bookmark: _Toc475095640][bookmark: _Toc475095868][bookmark: _Toc475095937][bookmark: _Toc475096051]Schedule regular and on-going meetings with necessary program and IT staff.
Confirm that all review areas are being addressed and information is communicated effectively. Ensure that the right individuals are participating on techinical and program calls. 
2. Ensure Management, Operational and Technical (MOT) compliance.
MOT controls and the Risk Register should be reviewed and updated at least annually. The Plan of Action and Milestones (POA&M) should be reviewed and updated at least quarterly. Include both program and IT staff in the review process and ensure that all documentation provided clearly addresses MOT requirements and meets the format and date standards.
3. Use the Tenable Nessus compliance tool to complete IRS test scripts and mitigate any Section H findings as early as possible before the IRS review.
IRS Safeguards utilize Tenable Nessus to perform compliance testing for all supported Windows and *NIX based systems as well as a number of relational database management servers (RDBMS) (DB2, SQL Server and Oracle), network and perimeter protection devices (Cisco IOS and Cisco ASA) and hypervisors (ESXi 5.5 and above) that store, process, transmit or receive FTI. Currently, Tenable does not provide a trial version of the product that allows for compliance scanning. The approximate retail cost for one user license is $2,220.00. IRS audit and compliance scripts used for Nessus can be found on the IRS website.
Running the test before the review allows for identification and remediation of any findings. The Nessus tool output provides details for both the current and expected results. Compliance testing can be completed manually as well, although comprehensive results can be obtained immediately with the Nessus scripts, saving valuable time. After mitigation, the scripts can be run again and again. 
Ideally, the Nessus tool and compliance testing should be integrated into the agency’s IT Security Program. In the event the agency does not have a licensed copy of Nessus that may be leveraged, the IRS will utilize government-issued laptops, with appropriate security features installed, to be solely used for the purpose of this exercise. Temporary access to the IT network will be necessary to perform testing only during the on-site review and only with the assistance and supervision of a designated agency IT official. 
4. [bookmark: _Toc475095059][bookmark: _Toc475095641][bookmark: _Toc475095869][bookmark: _Toc475095938][bookmark: _Toc475096052]Compile all requested documentation for review. 
Ensure that local offices are filling out the Safeguard Disclosure Security Evaluation Matrix (SDSEM) in advance to allow time for review, clarification and consultation if necessary. Documentation should be maintained and reviewed on a continual basis. All required documentation should be validated and updated prior to reviews. Updates to policies and procedures should be added to the Safeguard Security Report (SSR) on an ongoing basis.


[bookmark: _Toc481759955]Compiling Documentation
· In New York, the requested documentation is compiled into a binder for the reviewers. The binder includes a table of contents to make it easier for the reviewers to find the specific documents they need. 
· In New Jersey, the requested documentation is embedded into the IRS checklist and sent to the reviewers through a secure email. A binder is also kept as an internal backup and reference for the on-site review.  
5. [bookmark: _Toc475095060][bookmark: _Toc475095644][bookmark: _Toc475095870][bookmark: _Toc475095941][bookmark: _Toc475096055]Ensure timelines are followed for pre-review work.
[bookmark: _Toc475095645][bookmark: _Toc475110263][bookmark: _Toc481759956]Types of Pre-Review Work
· Receive, review and submit the SDSEMs. Make sure it is the most current from the IRS Safeguards Program website.
· Train and/or re-train staff on safeguards polices and procedure. Focus on areas needing improvement from the SDSEM responses.
· Conduct preparatory walk-throughs and/or mock inspections
· If possible, pre-select a local office for review based on preparatory calls with the IRS. There appears to be some inconsistency between disclosure officers in allowing this practice.
6. Ensure that a Plan of Action and Milestones (POA&M) is developed and monitored.
Compiling the responses from outside agencies to ensure consistency and meeting compliance timelines should result in better outcomes. It is recommended that at least one technical and one physical program staff be assigned to these tasks. Depending on state structure, you may need additional resources. 
7. Be prepared for potential out-of-cycle reviews.
The Office of Child Support Enforcement’s (OCSE) DCL 16-17 highlights the factors that are considered when identifying a state for a potential out-of-cycle review. It is recommended that the out-of-cycle review be prepared for in the same manner as a regular triennial review. The IRS is on-site for the same amount of time and reviews the same areas for compliance. Lack of timeliness in submitting reports, and corrective action plans and an insufficient Plan of Action and Milestones (POA&M) are key contributors to being scheduled for a review of this nature.
[bookmark: _Toc481759957]Tracking Federal Tax Information (FTI)
[bookmark: _Toc475095064][bookmark: _Toc475095649][bookmark: _Toc475095874][bookmark: _Toc475110265][bookmark: _Toc481759958]Section 3.2 (Electronic and Non-Electronic FTI Logs)
All IV-D agencies must establish tracking systems to identify and record the location of electronic and non-electronic FTI from receipt until destruction and disposal. Electronic FTI includes Payment Histories on CD’s, microfiche or other media storage, and system content. Non-electronic FTI includes paper generated from a number of sources including the automated child support system, screen shots, etc.  
[bookmark: _Toc475095065][bookmark: _Toc475095650][bookmark: _Toc475095875][bookmark: _Toc475110266]

[bookmark: _Toc481759959]Maintaining Non-Electronic FTI Logs
1. Conduct training sessions for staff on the importance of proper recordkeeping.
[bookmark: _Toc475095066][bookmark: _Toc475095651][bookmark: _Toc475095876][bookmark: _Toc475110267][bookmark: _Toc481759960]Conducting Regular Data Security Training
· In New Jersey, data security training is provided to all staff on a regular basis. Training is provided through the New Jersey Child Support Institute (NJCSI) both in a classroom setting and online through web based training (WBT). This data security training includes information on proper recordkeeping procedures and helps to ensure that staff will continue to complete movement and tracking logs for any FTI received.  
2. Provide reminders and resources to staff.
[bookmark: _Toc475095067][bookmark: _Toc475095652][bookmark: _Toc475095877][bookmark: _Toc475110268][bookmark: _Toc481759961]Implementing Notification Systems	
· In the system Oregon is currently developing, staff members who print FTI will receive a pop-up notification advising them to print a tracking log. The tracking log must be attached in front of the FTI and must be updated whenever the document moves. The final handler of the FTI has the sole responsibility for the destruction process and must submit the document to imaging before destroying. The image will be retained for five years. This process works best for agencies that do not commingle FTI.
3. Ensure a process for maintaining both electronic and non-electronic log reviews.
It is required that logs be reviewed monthly. This means a log or tracking mechanism should be maintained (a log of the log reviews). Direct caseworkers, through policy or procedure, to redact FTI from interstate documentation sent to another jurisdiction unless required and follow the requirements in Section 4.4 when transmitting FTI to other states.
[bookmark: _Toc481759962]Transmitting Federal Tax Information
[bookmark: _Toc475110270][bookmark: _Toc481759963]Section 4.4 (FTI)
Any time FTI is transported from one location to another, care must be taken to provide appropriate safeguards and tracking of the movement of the FTI.
[bookmark: _Toc475110271][bookmark: _Toc481759964]Maintaining Safeguards for FTI in Transit
1. Minimize the transport of FTI to necessary circumstances.
Train caseworkers to minimize the transport of FTI to necessary circumstances and to handle FTI in an appropriate manner. This includes being able to identify the existence and location of FTI data elements within a case record or report.
2. Ensure that outbound account statements and payment information is redacted, or appropriately labeled or masked, in accordance with IRS requirements.
 If the FTI is being transported by mail or courier, a double sealing process must be utilized.


[bookmark: _Toc481759965]Destruction and Disposal
[bookmark: _Toc475095068][bookmark: _Toc475095653][bookmark: _Toc475095878][bookmark: _Toc475110273][bookmark: _Toc481759966]Section 8.3 (Destruction and Disposal)
Any FTI received and any paper material generated therefrom, such as copies, photo impressions, computer printouts, notes and/or work papers, must be properly destroyed and disposed. Section 8.3 of IRS Publication 1075 regarding the destruction and disposal of FTI was updated, effective September 30, 2016, to include new shredding requirements. 
[bookmark: _Toc475095070][bookmark: _Toc475095655][bookmark: _Toc475095880][bookmark: _Toc475110274][bookmark: _Toc481759967]What level security does your state agency need?
There are two options available for the destruction of printed material containing FTI.
1. Shred or destroy at the agency.
The IRS requires all IV-D agencies to use perpendicular cross-cut shredders at 1 mm x 5 mm (1⁄25 inch x 1⁄5 inch) classified as level 6, highest level security. A higher volume model is approximately $1,700.00. Agencies may continue to utilize shredders meeting the prior IRS requirement of 5⁄16 inch if they contract with a NAID certified contractor for disposal. This has been relayed verbally by the IRS; a written response is pending through the IRS safeguard mailbox. 
2. Shred or destroy through a NAID certified vendor.
The agency may choose to destroy all FTI through a NAID certified destruction vendor. NAID vendors require a 45-day notice and the appropriate Exhibit 7 contract language. 
Pursuant to IRS 1075 section 8.4, if a contractor is used:
· The contract must contain safeguard language in Exhibit 7 Safeguarding Contract Language as appropriate to the contract to ensure the protection of FTI.
· Destruction of FTI must be certified by the contractor when not witnessed by an agency employee. 
· If the agency has legal authority to disclose FTI to a disposal contractor and chooses one that is NAID certified, the agency will not be required to complete an internal inspection every 18 months of that facility. However, it must maintain a copy of and periodically validate the NAID certification. 
[bookmark: _Toc481759968]Accompanying NAID Certified Vendors
· In Massachusetts, the NAID certified vendor used has the required shredding equipment in the truck so program staff do not need to travel offsite to observe document destruction, but may instead accompany the vendor to the truck to observe the shredding activity. 
[bookmark: _Toc475110275][bookmark: _Toc481759969]Tracking the Destruction of FTI
1. Ensure that FTI Access, Movement and Destruction logs can be easily accessed by staff. 
[bookmark: _Toc475110276][bookmark: _Toc481759970]Making FTI Access, Movement and Destruction Logs More Accessible
· In New Jersey, FTI Access, Movement and Destruction logs are posted above all level 6 security shredders. Staff members are required to complete the log any time FTI is accessed, moved or destroyed. This keeps tracking logs readily available and serves as a helpful reminder for staff to log the destruction of FTI. Once the final disposition is made, the log is scanned and maintained electronically for five years.
· [bookmark: _Toc475110277]In Oregon, a FTI log is initiated at the same time the FTI is created. One log is used to track the FTI throughout the life of the media and to document its destruction. The log is maintained electronically for five years. 
[bookmark: _Toc481759971]General FTI Safeguards
1. Assigning dedicated staff to coordinate the agency’s safeguards program and compliance reviews is essential.
2. Utilize the IRS Safeguards Program website and the techncial assistance section. Familairize yourself  with the  appropriate physical and informational security guidelines. 
3. Avoid creating or printing FTI unless absolutely necessary. Indentify the  right and need to know recipients of FTI.
4. Keep computer screens locked when not in use and position in such a manner as to ensure FTI will not be visible to passers-by. Use privacy screens if necessary. Prices generally range from $40.00 to $100.00 depending on screen size. 
5. To the extent possible, do not commingle FTI with other types of information. If you find that it is not feasible to separate FTI, make sure it is clearly labeled. Depending on the location of the data/files, this may require an additional log for access at the entrance to file rooms, etc. 
6. Implement a clean desk policy. Keep FTI in a secure location when not in use.
7. Maintain detailed tracking logs for the movement and destruction of FTI.
8. Ensure that data security training is provided to all staff, contractors and sub-contractors prior to accessing FTI and at least yearly thereafter.
9. Ensure that you request 45-day notice approval when appropriate. See IRS Publication 1075, Section 7.4 for the 45-day notification reporting requirements. 
10. Review and, if appropriate, update vendor Exhibit 7 contract language. Some states meet the requirement  by using contract certifications in lieu of ammending contracts. 
11. Make IRS Publication 1075 and child support information security materials available to caseworkers and child support staff on demand in a centralized location. 
[bookmark: _Toc481759972]Recommendations to the NCCSD Board
1. Establish periodic calls between the IRS and Federal IV-D IRS contacts similar to the current call held to address review and compliance issues for state tax agencies.
2. Maintain this compendium as a living document on the NCCSD website. 


[bookmark: _Toc481759973]Resources and Reference Materials

[bookmark: _Toc481759974]IRS Resources


IRS Publication 1075 Glossary of Terms 
(Rev. November 2016)


IRS Office of Safeguards DCL-16-17 
(Rev. September 2016)


IRS Disclosure Policy Guidance
(Rev. March 2014)
 

IRS Memorandum on Protecting FTI in Electronic Case Records
(Rev. May 2011)


[bookmark: _Toc481759975]State Resources


Minnesota’s FTI Policy
(Rev. April 2017)


New Jersey’s FTI Removable Media Sign In-Out Sheet
(Rev. September 2016)


New Jersey’s FTI Removable Media Inventory Log
(Rev. September 2016)


New Jersey’s FTI Access Movement and Destruction Log
(Rev. September 2016)


New Jersey’s POA&M Corrective Action Verification Form
(Rev. September 2016)


New Jersey’s Key Policy and Log
(Rev. September 2016)


New York’s Information Technology Staff Safeguard Review Requirements
(Rev. May 2016)


Oregon’s Internal Site Security Inspection and Review Log



Utah’s Employee Background Investigation Policy
(Rev. October 2016)
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Glossary and Key Terms 


A 


Accountability: A process of holding users responsible for actions performed on an 
information system. 


Adequate security: Security commensurate with the risk and magnitude of harm 
resulting from the loss, misuse, unauthorized access to, or modification of information. 


Affordable Care Act: U.S. federal statute signed into law on March 23, 2010, with the 
goal of expanding public and private insurance coverage and reducing the cost of 
healthcare for individuals and the government. 


Alternative work site: Any working area that is attached to the wide area 
network either through a public switched data network or through the Internet. 


Assurance: A measure of confidence that management, operational and technical controls 
are operating as intended and achieving the security requirements for the system. 


Assurance testing: A process used to determine if security features of a system are 
implemented as designed, and are adequate for the proposed operating environment. 
This process may include hands-on functional testing, penetration testing, and/or 
verification. 


Audit: An independent examination of security controls associated with a representative 
subset of organizational information systems to determine the operating effectiveness of 
system controls; to ensure compliance with established policy and operational 
procedures; and to recommend changes in controls, policy, or procedures where 
needed. 


Audit trail: A chronological record of system activities sufficient to enable the 
reconstruction, review, and examination of security events related to an operation, 
procedure, or event in a transaction from its inception to final results. 


Authentication: Verification of the identity of a user, process, or device, often as a 
prerequisite to allowing access to resources in an information system; see Identification. 


Authorization: Access privileges granted to a user, program, or process. 


Availability: Timely, reliable access to information and information services for 
authorized users. 
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B 


Banner: Display of an information system, which outlines the parameters for system 
or information use. 


Baseline security requirements: A description of the minimum security requirements 
necessary for an information system to enforce the security policy and maintain an 
acceptable risk level. 


Blurring: The act of obscuring data so that it cannot be read or reconstructed. 


C 


Classified: National security information classified pursuant to Executive Order 12958. 


Compromise: The disclosure of sensitive information to persons not authorized to 
receive such information. 


Comingling: The presence of FTI and non-FTI data together on the same paper 
or electronic media. 


Confidentiality: The preservation of authorized restrictions on information access and 
disclosure. 


Configuration management: A structured process of managing and 
controlling changes to hardware, software, firmware, communications, and 
documentation throughout the system development life cycle. 


Container: An object that can be used to hold or transport something. 


Containerize: To package (freight) in uniform, sealed containers for 
shipment. 


Control number: A code that identifies a unique document or record. 


Control schedule: A record retention and disposal schedule established by the agency. 


Corrective Action Plan (CAP): A report required to be filed semi-annually, detailing the 
agency’s planned and completed actions to resolve findings identified during an IRS 
safeguard review. 


Countermeasure: Action, device, procedure, mechanism, technique, or other measure 
that reduces the vulnerability of an information system. 


Cryptography: The process of rendering plain text information unreadable and 
restoring such unreadable information to a readable form. 
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D 


Data: A representation of facts, concepts, information, or instruction suitable for 
communication, processing, or interpretation by people or information systems.  


Decryption: The process of converting encrypted information into a readable form. This 
term is also referred to as deciphering.  


Degauss: To erase information electromagnetically from a magnetic disk or other 
storage device.  


Digital subscription line: A public telecommunications technology that delivers 
high bandwidth over conventional copper wire that covers limited distances.  


Discretionary access control: A method of restricting logical access to information 
system objects (e.g., files, directories, devices, permissions, rules) based on the identity 
and need-to-know of users, groups, or processes. 


E 


Encryption: See Cryptography.  


Encryption algorithm: A formula used to convert information into an unreadable format.  


Enterprise life cycle: A robust methodology used to implement business change and 
information technology modernization.  


External network: Any network that resides outside the security perimeter 
established by the telecommunications system.  


Extranet: A private data network that uses the public telephone network to establish a 
secure communications medium among authorized users (e.g., organization, vendors, 
business partners). An Extranet extends a private network (often referred to as an 
Intranet) to external parties in cases in which all parties may benefit from the exchange 
of information quickly and privately.  


External information systems: See Non-Agency-Owned Equipment.  


Exchange: An online marketplace in which individuals and small businesses 
can compare policies and buy insurance (with a government subsidy, if eligible).  


F 


File permission: A method of implementing discretionary access control by 
establishing and enforcing rules to restrict logical access of information system 
resources to authorized users and processes.  


File server: A local area network computer dedicated to providing files and data storage 
to other network stations. 
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Firewall: Telecommunication device used to regulate logical access authorities 
between network systems.  


Firmware: Microcode programming instructions permanently embedded into the read- 
only memory control block of a computer system. Firmware is a machine component of 
computer system, similar to a computer circuit component.  


G 


Gateway: An interface that provides compatibility between heterogeneous networks by 
converting transmission speeds, protocols, codes, or security rules. This interface is 
sometimes referred to as a protocol converter.  


H 


Host: A computer dedicated to providing services to many users. Examples of such 
systems include mainframes, minicomputers, or servers that provide dynamic host 
configuration protocol services.  


I 


Identification: A mechanism used to request access to system resources by providing 
a recognizable unique form of identification such as a Login ID, User ID, or token; see 
Authentication.  


Information: See Data.  


Information system: A collection of computer hardware, software, firmware, 
applications, information, communications, and personnel organized to accomplish a 
specific function or set of functions under direct management control.  


Information system security: The protection of information systems and information 
against unauthorized access, use modification, or disclosure to ensure the 
confidentiality, integrity, and availability of information systems and information.  


Integrity: The protection of information systems and information from unauthorized 
modification to ensure the quality, accuracy, completeness, nonrepudiation, and 
authenticity of information.  


Internet: Two or more networks connected by a router; the world’s largest network, 
which uses TCP/IP to connect government, university, and commercial institutions.  


Intranet: A private network that uses TCP/IP, the Internet, and World Wide Web 
technologies to share information quickly and privately between authorized user 
communities, including organizations, vendors, and business partners. 
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K 


Key: Information used to establish and periodically change the operations performed in 
cryptographic devices for the purpose of encrypting and decrypting information.  


L 


Least privilege: A security principle under which users or processes are assigned the 
most restrictive set of privileges necessary to perform routine job responsibilities.  


M 


Management controls: Security controls focused on managing organizational risk and 
information system security and devising sufficient countermeasures or safeguards to 
mitigate risk to acceptable levels. Management control families include risk assessment, 
security planning, system and services acquisition, and security assessment.  


Malicious code: Rogue computer programs designed to inflict a magnitude of harm by 
diminishing the confidentiality, integrity, and availability of information systems and 
information.  


N 


Network: A communications infrastructure and all components attached thereto whose 
primary objective is to transfer information among a collection of interconnected 
systems. Examples of networks include local area networks, wide area networks, 
metropolitan area networks, and wireless area networks.  


Node: A device or object connected to a network.  


Non-Agency-Owned Equipment: Any technology used to receive, process, store, or 
transmit FTI that is not owned and managed by the agency but is owned by a contractor 
and centrally managed by their own IT department.  


Nonrepudiation: The use of audit trails or secure messaging techniques to ensure the 
origin and validity of source and destination targets (i.e., senders and recipients of 
information cannot deny their actions).  


O 


Object reuse: The reassignment of a storage medium, which contains residual 
information, to potentially unauthorized users or processes. 
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Operational controls: Security controls focused on mechanisms primarily implemented 
by people as opposed to systems. These controls are established to improve the 
security of a group, a specific system, or group of systems. Operational controls require 
technical or specialized expertise and often rely on management and technical controls. 
Operational control families include personnel security, contingency planning, 
configuration management, maintenance, system and information integrity, incident 
response, and awareness and training.  


Organization: An agency or, as appropriate, any of its operational elements.  


P 


Packet: A unit of information that traverses a network.  


Password: A private, protected, alphanumeric string used to authenticate users 
or processes to information system resources.  


Patient Protection and Affordable Care Act: See Affordable Care Act.  


Penetration testing: A testing method by which security evaluators attempt to 
circumvent the technical security features of the information system in efforts to identify 
security vulnerabilities.  


Personally identifiable information: Any information about an individual maintained 
by an agency with respect to, but not limited to, education, financial transactions, 
medical history, and criminal or employment history, and information that can be used 
to distinguish or trace an individual’s identity (e.g., name, Social Security Number, 
date and place of birth, mother’s maiden name, biometric records) including any other 
personal information linked or linkable to an individual.  


Personally-Owned Devices: Any equipment purchased and owned by an individual, 
not owned by the agency or contractor and not managed by an IT department.  


Plan of Action and Milestones (POA&M): A management tool used to assist 
organizations in identifying, assessing, prioritizing, and monitoring the progress of 
actions taken to correct security weaknesses found in programs and systems. The 
POA&M arises from agency-conducted internal inspections and highlights the 
corrections that result from such inspections (defined in OMB 02-01).  


Potential impact: The loss of confidentiality, integrity, or availability that could be 
expected to have a limited adverse effect, a serious adverse effect, or a catastrophic 
adverse effect on organizational operations, organizational assets, or individuals.  


Privileged user: A user that has advanced privileges with respect to computer systems. 
Such users in general include administrators.  


Protocol: A set of rules and standards governing the communication process 
between two or more network entities. 
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R 


Remnants: Residual information remaining on storage media after reallocation or 
reassignment of such storage media to different organizations, organizational elements, 
users, or processes. See Object reuse.  


Residual risk: Portions of risk that remain after security controls or countermeasures 
are applied.  


Risk: The potential adverse impact on the operation of information systems, which is 
affected by threat occurrences on organizational operations, assets, and people.  


Risk assessment: The process of analyzing threats to and vulnerabilities of an 
information system to determine the potential magnitude of harm, and identify cost- 
effective countermeasures to mitigate the impact of such threats and vulnerabilities.  


Risk management: The identification, assessment, and prioritization of risks.  


Router: A device that forwards data packets between computer networks, creating an 
overlay internetwork.  


S 


Safeguards: Protective measures prescribed to enforce the security 
requirements specified for an information system; synonymous with security 
controls and countermeasures.  


Security policy: The set of laws, rules, directives. and practices governing how 
organizations protect information systems and information.  


Security requirement: The description of a specification necessary to enforce the 
security policy. See Baseline security requirements.  


Standard user: A general program user, who does not have administrative rights.  


Switch: A computer networking device that links network segments or network devices.  


System: See Information system.  


System Security Plan: An official document that provides an overview of the security 
requirements for an information system and describes the security controls in place or 
planned for meeting those requirements (NIST SP 800-18). 
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T 


Tax modeling: A large-scale microsimulation model of a tax system. Tax models 
come in all shapes and sizes, depending on the nature of the policy issues 
examined. The policy questions may relate to specific problems, concerning 
perhaps the revenue implications of a particular tax, or they may involve an 
extensive analysis of the cost and redistributive effects of a large number of taxes 
and transfer payments.  


Technical controls: Security controls executed by the computer system 
through mechanisms contained in the hardware, software, and firmware 
components of the system. Technical security control families include 
identification and authentication, access control, audit and accountability, and 
system and communications protection.  


Threat: An activity, event, or circumstance with the potential for causing 
harm to information system resources.  


U 


User: A person or process authorized to access an information system.  


User identifier: A unique string of characters used by an information 
system to identify a user or process for authentication.  


V 


Virus: A self-replicating, malicious program that attaches itself to 
executable programs.  


Voice over Internet Protocol (VoIP): A methodology and group of technologies 
for the delivery of voice communications and multimedia sessions over Internet 
protocol networks, such as the Internet.  


Vulnerability: A known deficiency in an information system, which threat 
agents can exploit to gain unauthorized access to sensitive or classified 
information.  


Vulnerability assessment: Systematic examination of an information system to 
determine its security posture, identify control deficiencies, propose 
countermeasures, and validate the operating effectiveness of such security 
countermeasures after implementation. 
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IRS Office of Safeguards Out-of-Cycle Reviews 
DCL-16-17 
 
Published: September 26, 2016 


 


DEAR COLLEAGUE LETTER 
 
DCL-16-17 
 
DATE: ​September 26, 2016 
 
TO: ​ALL STATE IV-D DIRECTORS 
 
RE: ​IRS Office of Safeguards Out-of-Cycle Reviews 
 
Dear Colleague: 
 
The IRS Office of Safeguards recently began conducting out-of-cycle reviews of certain agencies it 
identified to have one or more crucial issues that could pose risks related to compliance of 
safeguarding federal tax information. 
 
To determine which agencies may have potentially high-risk issues, the Office of Safeguards is looking 
at several different factors captured in its reports case management system, including the timeliness 
of the state’s Corrective Action Plan and Safeguard Security Report responses and remediation of 
certain findings by the IRS’s targeted closure date. 
 
In collaboration with OCSE, the Office of Safeguards will provide a teleconference briefing in the near 
future to discuss this new process in more detail. We will send the date and dial-in information once it 
is known. 
 
Please contact Danny Markley at ​danny.markley@acf.hhs.gov​ ​if you have questions. 
 
Sincerely,  
 
Vicki Turetsky 
Commissioner 
Office of Child Support Enforcement 
 
Cc: ACF/OCSE Regional Program Managers, 
Comprehensive IV-D Tibal Directors 
 
Last Reviewed: September 26, 2016 



mailto:danny.markley@acf.hhs.gov
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IRS Disclosure Policy Guidance


IRS Disclosure Policy Guidance 
Use of Federal Tax Information (FTI) for Child Support Enforcement Purposes 


Disclosures to:  FTI authorized to disclose Limitations and Conditions 


 


 
 
 
 


March 10, 2014 Page 1  
  


Custodial parent/guardian                                                                           The amount & date of a federal income tax refund 
offset, including the source of the payment and that 
the payment can be held for up to six months. 
 
 
 


Disclosure of the payment information may be made 
to the custodial parent/guardian (CP) after the 
payment is received by the agency.  The CP may be 
told about payments received but held; however, the 
reason for the hold may not be disclosed.  The CP 
may be told the disbursement of the offset is being 
delayed because it may be subject to adjustment.     
 
   
Note: The CP may not have access to noncustodial 
parent (NCP) address provided by the IRS, wage data, 
or any other FTI of the NCP. 
 


Another state’s child 
support agency in interstate 
IV-D child support cases 


On a case by case basis, FTI in the case record.  
 
 


Disclosure must be only to accurately record and 
administer offset collections and distributions in IV-D 
cases between/among states that have a shared 
interest, on a case by case basis.   
 
Application sharing between states, excluding OCSE’s 
QUICK and CSENet systems, must be approved by IRS 
Office of Safeguards. 







IRS Disclosure Policy Guidance 
Use of Federal Tax Information (FTI) for Child Support Enforcement Purposes 


Disclosures to:  FTI authorized to disclose Limitations and Conditions 


 


 
 
 
 


March 10, 2014 Page 2  
  


Judges & Officers and Clerks 
of the Court (acting as 
officers of the court in a 
court proceeding) 


None. 
 
 


As a matter of federal law, FTI may not be disclosed 
in state court proceedings.  FTO payment amounts 
may be disclosed in court proceedings provided that 
all payment sources are  not disclosed orally or in 
writing from child support payment records to 
prevent unauthorized disclosure of FTI.  Payment 
amounts may be described as voluntary or 
involuntary, or administrative/non-administrative, or 
any other designation that states choose to use.  
States may not use more than two designations for 
payment amounts. 
 
Note: 
FTI may be disclosed ‘in the defense of any litigation 
or administrative procedure [that arises from an 
offset] ensuing from a reduction made under 
subsection (c), (d), (e), or (f) of… [26 USC 6402]’.  


Federal Child Support 
Program Auditors 


All FTI. 
 
 


None. 
 
 







IRS Disclosure Policy Guidance 
Use of Federal Tax Information (FTI) for Child Support Enforcement Purposes 


Disclosures to:  FTI authorized to disclose Limitations and Conditions 


 


 
 
 
 


March 10, 2014 Page 3  
  


Noncustodial parent Any FTI of the NCP.   
 
 


The NCP has the right of access to FTI maintained 
about him/her in the child support agency’s files.   
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NY Protecting FTI in Electronic Case Records


Safeguards Technical Assistance Memorandum 
 


Protecting Federal Tax Information in 
Electronic Case Records 


 
 
Introduction 
The IRS Office of Safeguards has recently received several inquiries from various Tax 
Administration Agencies about the use of Federal Tax Information (FTI) in electronic 
case records. As these agencies move towards paperless models, a challenge has 
arisen for protecting FTI and complying with IRS Publication 1075, Tax Information 
Security Guidelines for Federal State and Local Agencies, when FTI is maintained as 
part of electronic case records.  
 
The implementation of controls to protect FTI in electronic case records and comply with 
Publication 1075 requirements is very subjective depending on the application, system 
architecture, and back end processes the agency uses for their case management 
system (e.g., GenTax, STAX, or home grown applications). Therefore, the IRS Office of 
Safeguards cannot provide agencies a standard solution for security and compliance.  
  
However, this memorandum will identify the minimum requirements from IRS 
Publication 1075 for protecting FTI maintained as part of electronic case records, and 
provide agencies an understanding of the controls that need to be applied to their 
situation to protect FTI in electronic case records and comply with IRS Publication 1075. 
  
Further, if an agency is new to using electronic case records, or is in the process of 
switching from paper case files to electronic case records, it is strongly recommended to 
contact the IRS Office of Safeguards for guidance prior to requirements being finalized 
or implementing a new system. The IRS Office of Safeguards can be reached through 
the safeguardreports@irs.gov email address.  
 
While this memorandum addresses electronic case records, it is important to 
understand the requirements for protecting FTI in electronic case records are identical 
to the requirements for protecting FTI in paper case files.  It is the implementation of 
those requirements that will differ in an electronic environment. 
 
This memo will provide the minimum requirements for protecting FTI in any records, 
whether electronic or paper.  As stated above, the implementation of controls to protect 
FTI in electronic case records is very subjective depending on the application, system 
architecture, and back end processes used for the case management system, therefore 
at a minimum the agency should meet these requirements. 
 
Policy and Procedures  
The agency should have security policies and procedures that cover Publication 1075 
requirements for handling case records.  If not, these procedures should be developed, 
documented, disseminated, and updated as necessary.  The agency should also have 



mailto:safeguardreports@irs.gov





training around these policies and procedures to ensure that everyone adheres to the 
policy and that they are held accountable for their actions if they do not follow the policy.  
 
Labeling FTI  
The outside of the case file that contains FTI should be clearly labeled "Federal Tax 
Information" so that an individual knows they are accessing FTI before they open the file 
or record.  This means that the outside of the case record has to be labeled to identify 
FTI is contained within, and every document within the case file that has FTI must be 
clearly labeled as containing FTI. Implementing this requirement to label an electronic 
case file as containing FTI from the outside of the file in an electronic environment is 
currently the biggest challenge to complying with Publication 1075 requirements for 
electronic case records with FTI, and is very subjective depending on the case 
management application used.  
 
Establishing file-naming protocols can satisfy the requirements for identifying FTI within 
stand-alone documents in case files containing FTI before they are uploaded to the 
system.  Simply adding “FTI” to the file name before it is uploaded into the case record 
will ensure the user is aware that the file contains FTI before they open it, and they 
know safeguarding procedures should be taken when handling the file.   
 
Case management applications may have a free-form case history or notes section 
where employees document relevant information or material gathered about the case.  
If FTI is documented in these types of sections, it must be identified as containing FTI.  
Ideally, if these sections contain FTI, the software would have a feature for an individual 
to check whether the case record contains FTI (e.g. by check box or Yes/No message 
box), which would prompt the system to identify the record contains FTI before it is 
accessed by an individual. However, this capability may not be available in legacy 
systems.   
 
If the agency can work cases effectively without having to put FTI in free-form case 
history or notes section, then the simplest solution is to create a policy prohibiting FTI to 
be contained within case history notes. If adopted, the policy should be disseminated, 
and employees should be provided training to acknowledge understanding.  
 
Logging 
FTI contained in electronic case records is considered converted media as defined in 
Publication 1075 Section 3.4. Converted media requires tracking from creation to 
destruction of the converted FTI. All converted FTI should be tracked on logs containing 
the data elements detailed in Section 3.3. Section 3.3 requires a listing of all documents 
received from the IRS must be identified by: 
 


 Taxpayer name 


 Tax year(s) 


 Type of information (e.g., revenue agent reports, Form 1040, work papers) 


 The reason for the request 


 Date requested 







 Date received 


 Exact location of the FTI 


 Who has had access to the data and 


 If disposed of, the date and method of disposition. 
 
Auditing 
Within the case management application, auditing must be enabled to the extent 
necessary to capture access, modification, deletion and movement of FTI by each 
unique user.  Audit records should identify each and every interaction with FTI for the 
entire period it is in the system.  For example, if an Excel spreadsheet containing FTI is 
loaded into the electronic case record, and it is accessed or downloaded by an 
employee to take action, the event of accessing or downloading that FTI file must be 
recorded in the audit trail to capture the action taken and the user that took the action.  
 
System Configuration 
The backend servers that run the electronic case file system (e.g. application servers 
and database servers) should be secured per Publication 1075 and accessible to only 
authorized users. Publication 1075 policy can be met by utilizing the Safeguards 
Computer Security Evaluation Matrix (SCSEM) to configure the security settings.  These 
SCSEMs are available for download from the IRS Safeguards web site 
(http://www.irs.gov/businesses/small/article/0,,id=177651,00.html). 
 
Additionally, backup servers where FTI in electronic case records may be backed up for 
archive are also required to meet Publication 1075 requirements.  
 
References 
1. IRS Publication 1075, (http://www.irs.gov/pub/irs-pdf/p1075.pdf)   
 
 
 
 


 
 


 



http://www.irs.gov/businesses/small/article/0,,id=177651,00.html

http://www.irs.gov/pub/irs-pdf/p1075.pdf
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MN FTI Policy


TOPIC:  SAFEGUARDING FEDERAL TAX INFORMATION     


SECTION:  Logging Federal Tax Information    
 


LOGGING FEDERAL TAX INFORMATION (FTI)  


According to IRS Publication 1075, Section 3.0 – Recording Keeping:  Federal, state and local agencies 


authorized under IRC 6103 to receive FTI are required by IRC 6103(p)(4)(A) to establish a permanent 


system of standardized records of requests made by or to them for disclosure of FTI. 


Therefore, all FTI received, requested, sent, printed, taken to court and destroyed must be logged on an 


FTI Log. This applies to electronic and non-electronic forms of FTI. 


An FTI Log should include elements such as: 


 Taxpayer Name or other identifier* 


 Tax Year (s) 


 Type of Information (e.g., printed PRISM screens, data warehouse queries, locate information) 


 The reason for the request 


 Date requested 


 Date received 


 Exact location of the FTI 


 Who has access to the data 


 If disposed of, the date and method of disposition 


*To the extent possible, do not include FTI in the log.  If FTI is used, the log must be secured in 


accordance with all other FTI safeguarding requirements. 


Here is a sample FTI Log: 


2017 FTI Log 
Date 


Requested 


Date 


Received 


Taxpayer 


Name/MCI 


Tax 


Year(s) 


Type of 


Information 


Reason for 


Request 


Exact 


Location 


Who has 


access? 


Disposition 


Date 


Disposition 


Method 


          


IRS Non- Electronic File and Destruction Log 


For more information on what is considered FTI and must be logged, see the History and Background 


section of this topic. 


Staff must enter all the appropriate information regarding the handling of the FTI on the Log. 


The FTI Log must be kept separate from the actual case files and must be retained for a minimum of five 


years. 



https://www.dhssir.cty.dhs.state.mn.us/PRISM/User_docs/SIRMILO/Safeguarding_Federal_Tax_Information/Pages/History%20and%20Background.aspx

https://www.dhssir.cty.dhs.state.mn.us/PRISM/User_docs/SIRMILO/Safeguarding_Federal_Tax_Information/Pages/History%20and%20Background.aspx
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NJ Removable Media Sign In-Out Sheet
Sheet1

				NAME		DATE		PURPOSE OF ACCESS		Microfiche/MIcrofilm  & CD'S  Name & Year  of item Retrieved		DATE RETURNED		SIGNATURE

		1

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15



		Publication 1075 (Section 4.5)

		5 Years Document Retention 







&"-,Bold"&18AGENCY NAME
FTI - Electronic Removable Media
Payment History, Microfiche, Microfilm and CD's
Sign In - Out Sheet	




Sheet2





Sheet3
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NJ FTI Removable Media Inventory Log
Sheet1

		YEAR		LOCATION		CONTENT # OF Microfiche, Microfilm, Payment CD'S 		2016		2016		2017		2017		2018		2018		Comments











































		TOTAL COUNT

		DATE

		SIGNATURE/Initial

		NOTE: 





































&"-,Bold Italic"&18&UAGENCY NAME&U
FTI - Electronic Removable Media
Payment History, Microfiche, Microfilm and CD's
INVENTORY SHEET 	


Publication 1075 (Section 4.5)
5 Years Document Retention 
		




Sheet2





Sheet3
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NJ FTI Access Movement and Destruction Log
Sheet1

		 Date Requested/ Received		Name of Person Receiving		Screen Name/Type		Case Indentifier (Docket#, CS#, IV-A#)		Purpose of Access		Exact Location the FTI is stored		FTI Movement  Person Received & Date		Date of    Destruction/  Disposal 		Method of                    Destruction/Disposal Shred/Burn 









































&"Times New Roman,Bold Italic"&26FTI ACCESS, MOVEMENT AND DESTRUCTION LOG	


&"-,Italic"IRS 1075 Publication - Required Elements
5 Years Retention
Effective Sept. 30, 2016&"-,Regular"

		




Sheet2





Sheet3
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NJ POAM CAP Verification Form


NJ – DFD/OCSS POA&M Corrective Action Verification & Tracking Form 
 


IRS Publication 1075 Section 6.5 
Effective: September 2016 
 


COUNTY/OFFICE:           REVIEWERS NAME:  


DATE OF REVIEW:          DATE OF VERIFICATION:   


           


 


 


FINDING/S NUMBER 


&RECOMMENDED 


MITIGATION 


 


CORRECTIVE ACTION PLAN  


AGENCY RESPONSE/S  


CAP 


VERIFICATION 


(Pass, Fail & N/A) 


(add comments if 


required) 


 


Actual/Recommended 


COMPLETION DATE 


 


REVIEWERS 


INITIALS 


 


 


 


    


 


 


 


    


 


 


 


    


 


 


 


    


 


 


 


    


ADDITIONAL COMMENTS: 
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NJ Key Policy and Log
Agency Name 

 Office of Child Support

Key Policy



Objective: To ensure that keys to restricted FTI areas and cabinets are only issued to staff that is authorized using the Key Access log into and out of restricted areas. 



Key Policy Requirements:

1.  Key Access Log reviewed monthly (See attached revised Key Log – Retention Policy 5 years)

2. Account for the # of Keys including Master Keys and duplicate keys to all restricted areas and cabinets

3. Indicate where keys are housed

4. Provide actual locations of restricted Rooms & File cabinets 

(As required by the IRS 1075 IRS Publication Secure Storage - Section 4 Control and Safeguarding Keys and Combination & 4.3.4 Locking Secured Areas – September 2016)



Agency Name Key Procedures:

1. All keys must be tagged for offices and restricted file rooms and cabinets and will be maintained in a locked cabinet located: _________________.

2. The Name of Agency Designee (or, in her absence, her designee) is the sole authorizer of who is authorized to access a given area. The list of authorized access users are maintained on file and also located in the key cabinet for reference

3. Document Key Information:



		Restricted Area & Cabinet Location

		

Key #

		# of Keys for each Location

		Designee Responsible for

Keys



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		







4. A log will be kept of all requests and return of keys including Date, Time of entry and Time of return, Key #, Name of person, Access location and Purpose of Access.

5. The Name of Agency Designee will review the log on monthly basis to ensure proper access has been maintained and documented.

6. Any key duplicating must be authorized by the Name of Agency Designee and coordinated with facilities building management and documented.





Agency Name

KEY ACCESS LOG

(Entry into Restricted Room/s and Cabinets)



Month/Year: __________________________



		

DATE

		KEY TIME OUT

		KEY TIME RETURN

		

KEY #

		

NAME

		

ACCESS LOCATION

		

PURPOSE OF ACCESS



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







*Revised effective 9/30/2016

IRS 1075 Publication  4.3.4
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NY IT Staff Tasks


 IRS Safeguard Security Review: 


Information Technology Staff requirements 


 
 IT point of contact required for pre-visit and during-visit activities: 


o Provide IT policy documentation to technical review team  


o Coordinate preparation of required technical documentation 


o Preliminary Security Evaluation 


o Data flow diagram 


o SCSEMs  


o Arrange for program access to Data Center and Disaster Recovery site for physical 


security review (SDSEM)  


o Determine appropriate personnel and insure staff availability for entrance conferences 


and on-site visits   


o Plan and be on-site for review team visits to the IT Data Center and the Disaster 


Recovery site.  


o Must be available during visit to facilitate any other IRS request relating to IT services  


 


 IT Enterprise technical staff: 


o Prepare required technical documentation (SCSEMs) for each piece of hardware in data 


flow diagram  


o Attend entrance conference to actively participate in ‘walk through’ of data flow diagram     


o Meet with IT review team and facilitate SCAP hardware testing 


o Attend exit conference 


 


 IT Business Services staff: 


o Prepare data flow diagram 


o  Attend entrance conference to actively participate in ‘walk through’ of data flow 


diagram    


o  Meet with IT review team and facilitate SCAP hardware testing 


o Attend exit conference 


 


 IT Information Security Office staff: 


o Provide IT policy and procedures documentation requested in MOT SCSEM 


 Management Controls 


 Certification, Accreditation and Security Assessments (CA) 


 Planning (PL) 


 Risk assessment (RA) 


 Systems and Services Acquisition (SA) 


 Operational Controls 


 Awareness and Training (AT) 


 Configuration Management (CM) 


 Contingency Planning (CP) 







 Incident Response (IR) 


 Maintenance (MA) 


 Media Protection (MP) 


 Physical Environment (PE) 


 Personnel Security (PS) 


 System and Information Integrity (SI) 


 


 Technical Controls  


 Access Control (AC) 


 Audit and Accountability (AU) 


 Identity and Authentication (IA) 


 System and Communication Protection (SC)   


 


 Perform an internal audit (risk assessment) to understand the implementation status of the 


system’s security controls 


 Document and address the findings from the internal audit 


 Review the MOT document request list to understand what kinds of evidence and artifacts fulfill 


the control requirements 


 Prepare the evidentiary documentation and share the materials with IRS Safeguard review team 


when they arrive on-site 


 Meet with IT review team to present documentation and answer any inquiries 


 Attend entrance and exit conferences 
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OR Internal Site Security Inspection and Review Log
Instructions -READ FIRST- 

		Internal Physical Security Instructions

				This workbook is used to assess the physical security and safeguarding procedures employed by Program field offices to protect regulated data according to the standards set by the Criminal Justice Information Services (CJIS) Security Policy, Internal Revenue Service (IRS) Publication 1075, the OCSE Security Agreement, the Payment Card Industry (PCI) Data Security Standard, and the National Institute of Standards and Technologies Special Publication 800-53 (NIST SP 800-53 v4). This workbook contains the following named worksheet tabs:

				• Instructions.

				• Review Instrument: The review instrument presents a series of questions based directly on IRS Publication 1075 and OCSE Security Agreement Requirements. The purpose of the review instrument is to evaluate compliance according to established standards, identify potential security risks and weaknesses within the office, and document required reviews for mandatory federal reporting purposes. The questionnaire can be completed prior to the security review, or can be completed with the assistance of the reviewer at the time of the review. Responses to the questions should be provided in the "Response" column. If a question does not apply to the office being reviewed, reply "not applicable" or "N/A" and provide any explanation necessary.

				• Minimum Protection Standards (MPS) Checklist: The minimum protection standards established by IRS Publication 1075 require at least two qualifying barriers be in place, beginning with the FTI and extending outward, in order to deter, delay, or detect unauthorized access or entry. The purpose of this worksheet is to assist in determining whether or not the office being reviewed meets these minimum protection standards according to IRS requirements. Completion of this document is not mandatory, rather it is simply a tool to assist in answering question # 30 of the review instrument. Complete the questionnaire by selecting the appropriate option from the drop-down list for each question. Based on the answers, for each type of barrier, the worksheet will indicate whether or not that barrier meets the minimum protection standards. Completion of this checklist must result in at least two green "Yes" boxes indicating that there are two qualifying barriers in place. Once complete, the worksheet can be printed and used as documentation for the review.  

				• Plan of Action and Milestones (POA&M): IRS Publication 1075 (6.5 Plan of Action and Milestones) requires the Program to develop and monitor a plan of action and milestones to track corrective actions identified during internal on-site inspections. This worksheet provides a template to be used for that purpose. The POA&M must identify actions that the agency plans to take in order to resolve any findings, and must be updated on a quarterly basis to monitor the progress of actions taken to correct security weaknesses. If there are no corrective actions, or action items, this worksheet is not necessary and may be left blank. 

				• Minimum Protection Standards (MPS) Overview: This worksheet simply provides a reference to IRS Publication 1075 Section 4.2: Minimum Protection Standards. 

				• 4.3.4 Locking Systems: This worksheet simply provides a reference to IRS Publication 1075 Section 4.3.4: Locking Systems. 

				Regulated data: Any data that has a confidentiality or security requirement outlined in policy, procedure or law. Data of this nature is generally considered classification level 3 or 4. Improper release of regulated data will have not only legal ramifications, but can result in discipline, up to and including dismissal. Regulated data can be in any media, including paper, electronic, digital, images, or voice recordings.

				For the Child Support Program (CSP), common forms of regulated data include: Federal Tax Information (FTI), Federal Parent Locator Service (FPLS) information, Debtor File information, information from the Federal Case Registry (FCR), Automated Clearing House (ACH) information, and Personal Identifiable Information (PII). 



&A
Level - 3		




Review Instrument

		Regulated data: Any data that has a confidentiality or security requirement outlined in policy, procedure or law. Improper release of regulated data will have not only legal ramifications, but can result in discipline, up to and including dismissal. Regulated data can be in any media, including paper, electronic, digital, images, or voice recordings.

		For the Child Support Program (CSP), common forms of regulated data include: Federal Tax Information (FTI), Federal Parent Locator Service (FPLS) information, Debtor File information, information from the Federal Case Registry (FCR), Automated Clearing House (ACH) information, and Personal Identifiable Information (PII). 

		Internal Physical Security Assessment

		Internal Inspection of:

		Date of inspection:

		# In prior version		#		Test Objective		1075 Category		1075 Reference		OCSE Reference		CJIS SP v5.3		NIST ID SP 800-53 v4		Question		Response		Follow-up Notes / Reviewer Response		Any Identified Weakness? 		Communications Tracking

		1		1		Obtaining regulated data		Record Keeping Requirements 		3.1		Sec II, B #1, p.5; Sec II, C, #1, p.9		N/A.		MP-2, MP-7, PE-5		How is regulated data accessed (mail, Fax, email, agency application, other-list)?						No.

		2		2		Authorized use		Record Keeping Requirements		3.2		Sec I, p.2		4.1		MP-1		What type of regulated data does the office use?

		New		2.a		Authorized use - CJIS / LEDS		N/A.		N/A.		N/A.		N/A.		N/A.		Are there personnel (e.g. locators) working in the office that are authorized to access CJI through CJIS / LEDS?

		2.a		2.b		Authorized use		Record Keeping Requirements		3.2		Sec I, p.1		4.2		AP-2, UL-1		How does the office make use of all types of regulated data?

		33		3		Restricting Access		Restricting Access		5.1		Sec II, A, #1, p.3		5.9.1.2		PE-3		How is access to regulated data, in both paper and electronic form, limited to authorized personnel (e.g. management, operational, technical controls)?

		New		4		Restricting Access		Secure Storage		4.3.2				5.9.1.5		PE-3		Are information system devices that display regulated data (i.e. computer monitors) positioned in such a way, or equipped with privacy screens, so as to prevent unauthorized individuals from accessing and viewing the information (NOTE: monitors used for viewing CJI via CJIS / LEDS must be positioned, or equipped with privacy screens, so that non-CJIS / LEDS certified personnel cannot view CJI)?

		39		5		Restricting access		Computer System Security		9.3.1.9		N/A		N/A.		AC-11		Are computers set to lock after 15 minutes of inactivity?

		4		6		Converted media - FTI specific		Record Keeping Requirements		3.1 & 3.2		N/A		N/A.		MP-4		Does the office convert FTI from electronic format to paper (e.g. printing FTI), or from paper format to electronic (e.g. scanning paper documents that contain FTI and saving them electronically)?

		4.a		6.a		Converted media - FTI specific		Record Keeping Requirements		3.1 & 3.2		N/A		N/A.		MP-4, MP-5		Does the office maintain an electronic and / or non-electronic FTI tracking log to identify and track the location of documents containing FTI from creation to destruction?

		4.a.i		6.a.i		Converted media - FTI specific		Record Keeping Requirements		3.2		N/A		N/A.		MP-4, MP-5		What data elements are captured on the non-electronic record keeping log in order to identify and track the location of non-electronic FTI?

		4.a.ii		6.a.ii		Converted media - FTI specific		Record Keeping Requirements		3.2		N/A		N/A.		MP-4, MP-5		What data elements are captured on the electronic record keeping log, in order to identify and track the location of electronic FTI?

		4.b		6.b		Converted media - FTI specific		Record Keeping Requirements		3.1 & Exhibit 9, Table 11		N/A		N/A.		MP-4, MP-5		How long are the FTI tracking logs retained?

		35		7		Paper regulated data		Restricting Access		8.3		Sec II, B, #2, p.6		5.8.4		MP-6		Does the office generate hard copies / paper documents containing regulated data (e.g. printed reports, copies, photo impressions, computer printouts, notes, un-purged case printouts, and work papers, etc.) that will need to be disposed of after use (paper waste material)?

		32		7.a		Media Marking		Restricting Access		5.1 & 5.2		Sec II, B, #2, p.6		N/A.		MP-3		Are paper documents (e.g. copies, photo impressions, computer printouts, notes, un-purged case printouts, and work papers, etc.) containing regulated data clearly labeled to denote the level of sensitivity of the information and limitations on distribution?

		27		8		Clean Desk Policy		Secure Storage		4.1		Sec II, B, # 2, p.6		5.8.1		MP-2, MP-4		Does the office have a “clean desk” policy, or follow "clean desk" guidelines to ensure that all forms of regulated data (i.e. hard copy and electronic) are removed from workstations and locked away when not in use? Example: Computer workstations must be locked when workspace is unoccupied, computer workstations must be completely shut down at the end of the day, hard copy documents must be removed from the desktop and locked in a secure container when not in use or at the end of the day.

		27.a		8.a		Clean Desk Policy		Secure Storage		4.1		Sec II, B, # 2, p.6		N/A.		MP-2, MP-4		Does management periodically conduct an after-hours check to ensure compliance with the clean desk policy or guidelines (i.e. check to ensure no documents are left out, containers are locked, office doors are locked, etc.)?


		27.a		8.a.i		Clean Desk Policy		Secure Storage		4.1		Sec II, B, # 2, p.6		N/A.				How often does management periodically conduct an after-hours check to ensure compliance with the clean desk policy or guidelines?

		27.a		8.a.ii		Clean Desk Policy		Secure Storage		4.1		Sec II, B, # 2, p.6		N/A.				When was the last after-hours check conducted to ensure compliance with the clean desk policy or guidelines?

		25		9		Containers		Secure Storage		4.2		Sec II, B, # 2, p.6		5.8.1, 5.9.2		MP-4		Is regulated data locked in a storage cabinet?

		25.a		9.a		Containers		Secure Storage		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-3		Does the office maintain an inventory record of the total mechanical keys available for accessing the secure storage cabinet (including master keys and duplicates), and the mechanical keys that have been issued to authorized personnel?

		25.b		9.b		Containers		Secure Storage  		4.3.2		Sec II, B, # 2, p.6		N/A.		PE-3		Where are the keys to the storage cabinet(s) kept?

		25.c		9.c		Containers		Secure Storage		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-2, PE-3		Who has access to the keys?

		25.d		9.d		Containers		Secure Storage 		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-3		Who maintains the back-up keys to the storage cabinet(s)?

		26		10		Access combinations		Secure Storage		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-3		Are combination locks used to access secure storage areas, storage containers (e.g. safes, turtle cases, locks on cabinets, etc.)? If "no", skip to question # 11.

		26.a		10.a		Access combinations		Secure Storage		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-3		How often are the combinations changed?

		26.b		10.b		Access combinations		Secure Storage		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-3		Who controls the combinations?

		26.c		10.c		Access combinations		Secure Storage		4.3.3		Sec II, B, # 2, p.6		N/A.		PE-3		How are the combinations safeguarded?

		31		11		Commingling of FTI		Restricting Access		5.2		N/A		N/A.		MP-4		Is FTI kept separate or is it commingled with other information? If FTI is NOT commingled, skip to question # 12.

		31.a		11.a		Commingling of FTI		Restricting Access		5.1 & 5.2		N/A		N/A.		MP-3		Can the commingled  FTI in the files easily be located and separated from other non-FTI documents?

		31.a.1		11.a.i		Commingling of FTI		Restricting Access		5.2		Sec II, B, # 2, p.6		N/A.		MP-3		Is the commingled file clearly labeled to indicate that FTI is included within the file?

		35.a		12		Paper regulated data		Disposing of FTI		8.3		Sec II, B, #2, p.6		5.8.4		MP-6		How is paper waste material that contains regulated data destroyed when no longer needed?

		35.b		12.a		Paper regulated data		Restricting Access		6.4.4 & 8.3		Sec II, B, #2, p.6		5.8.1		MP-4		If paper waste material containing regulated data is not destroyed immediately when no longer needed (upon completion of use), where is the paper waste material stored until it is destroyed? (recycle bins, locked containers, waste baskets, other container)?

		35.c		12.b		Paper regulated data		Disposing of FTI		8.3 & 8.4		Sec II, B, #2, p.6		5.8.4		MP-2, MP-6, PS-7		Who performs the destruction of paper waste material that contains regulated data (agency staff, contractor, etc.)?

		35.c.i		12.b.i		Paper regulated data: Contractor		Disposing of FTI		8.4		Sec I, p.2		5.8.4		MP-2, PS-7 		Name of contractor:

				12.b.ii		Paper regulated data: Contractor		Disposing of FTI										Is the shred contractor certified by the National Association of Information Destruction (NAID)?

		35.c.ii		12.b.iii		Paper regulated data: Contractor		Disposing of FTI		8.4		Sec II, B, #2, p.6		5.8.4		MP-2, MP-5, MP-6, MP-7		Where does the contractor take the paper waste material for destruction?

		35.c.iii		12.b.iv		Paper FTI / CJIS / LEDS		Disposing of FTI		8.4		Sec II, B, #2, p.6		5.8.4		MP-5, MP-6		For FTI / CJIS / LEDS only paper waste materials- Does agency staff accompany the paper waste material and view destruction?

		35.c.iv		12.b.v		Paper FTI		Disposing of FTI		8.4		Sec II, B, #2, p.6		N/A.		MP-6		For FTI only paper waste materials - Does the contractor provide a certification of destruction?

		36		13		Converted media - FTI specific		Record Keeping Requirements		3.2 & 3.3		N/A		N/A.		MP-6		For FTI only paper waste materials - Is the date of destruction recorded in the required tracking log (tracking log referenced in question 6.a)?

		40		14		Media sanitization		Computer System Security		9.4.7 & Exhibit 11, Table 11		Sec C, #9, p.12; Sec III, p.13		5.8.3		MP-6		Electronic media (e.g. hard drives, tapes, CDs, and flash media) must be destroyed according to the

																		Media Sanitization Standards

																		described in IRS Publication 1075. How is electronic media sanitized in the event that it will be reused for the same purpose of storing FTI, and will not be leaving organization control?

		40.a		14.a		Media sanitization		Computer System Security		9.4.7 & Exhibit 11, Table 11		Sec C, #9, p.12; Sec III, p.13		5.8.3		MP-6		How is electronic media sanitized in the event that it will be reused and repurposed for a non-FTI function or will be leaving organization control?

		40.b		14.b		Media sanitization		Computer System Security		9.4.7 & Exhibit 11, Table 11		Sec C, #9, p.12; Sec III, p.13		5.8.3		MP-6		How is electronic media sanitized in the event that it will not be reused at all?

		40.c		14.c		Media sanitization		Computer System Security		9.4.7 & Exhibit 11, Table 11		Sec C, #9, p.12; Sec III, p.13		5.8.3		MP-6		Is the media sanitization process witnessed or verified by authorized agency staff?

		40.d		14.d		Media sanitization		Computer System Security		9.4.7 & Exhibit 11, Table 11		Sec C, #9, p.12; Sec III, p.13		5.8.3		MP-6		Does the agency use solid state drives (SSD) and, if so, how are the SSDs destroyed?

		37		15		Employee training & awareness		Other Safeguards		6.2		Sec II, B, #3, p.6		5.2		AT- 2, AT-3, AR-5		How and when do you ensure employees who have access to regulated data understand the security policy and procedures for safeguarding the information?

		37.a		15.a		Employee training & awareness		Other Safeguards		6.2, 6.3, & Exhibit 9, Table 10		Sec II, B, #3, p.6		5.2.2		AR-5		Are records maintained to track employee completion of the necessary regulated data training?

		37.b		15.b		Employee training & awareness		Other Safeguards		6.3 and Exhibit 9, Table 10		Sec II, B, #3, p.6		5.2.2		AR-5		How long are the employee records maintained?

		38		16		Employee training & awareness		Other Safeguards		6.3		Sec II, B, #3, p.6		5.3.3		AR-5, SE-2, IR-2, 		Do office personnel understand the proper incident response procedure, and who to contact in the event of an incident (security incident, inadvertent disclosure, deliberate disclosure)?

		30		17		Access: Secure work area		Secure Storage		4.3		Sec II, B, # 8, p.8		5.9.1.1		PE-3		Are signs prominently posted to designate restricted areas around and leading into the secure work areas?

		14		18		Access: Secure work area		Secure Storage		4.1		Sec II, B, #9, p.9		5.9.1.3		PE-3		How many entrances are there to the secure work area, and where are they located?

		15		19		Access: Secure work area - key cards		Secure Storage		4.3.4		N/A		5.9.1.3		PE-6		Are keypads / key cards used to access the secure work area and, if so, is each access attempt logged?

		15.a		19.a		Access: Secure work area - key cards		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-3		Are records maintained on the issuance of key cards to the secure work area?

		15.a.i		19.a.i		Access: Secure work area - key cards		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-3		How are records maintained (e.g. automated file, written log, etc.)?

		15.b		19.b		Access: Secure work area - key cards		Secure Storage 		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-2		Who is responsible for the issuance of key cards to the secure work area (name and title)?

		New		19.b.i		Access: Secure work area - key cards				4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.3		PE-2		Are key cards issued only to staff who have a need to access the secure work area?

		15.c		19.c		Access: Secure work area - key pads		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-3		Are records maintained on the issuance of key pad combinations? If key pads are NOT used to access the secure work area, skip to question # 19.f.

		15.c.i		19.c.i		Access: Secure work area - key pads		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-3		How are records on keypad combination issuance maintained (e.g. automated file, written log, etc.)?

		15.d		19.d		Access: Secure work area - key pads		Secure Storage 		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-2		Who is responsible for the issuance of key pad combinations to the secure work area (name and title)?

		New		19.d.i		Access: Secure work area - key pads				4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.3		PE-2		Are key pad combinations issued only to staff who have a need to access the secure work area?

		15.e		19.e		Access: Secure work area - key pads		Secure Storage 		4.3.3 & 4.3.4		Sec II, B, #5, p.7		N/A.		PE-3		How are key pad combinations safeguarded?

		15.e.i		19.e.i		Access combinations		Secure Storage 		4.3.3 & 4.3.4		Sec II, B, #5, p.7		N/A.		PE-3		How often are the combinations to the key pads changed?

		15.f		19.f		Access: Secure work area - key cards		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.12.2, 5.12.3		PE-2, PS-4, PS-5		Are periodic reviews conducted to reconcile key card / key pad access records and determine if users still need access to the secure work area?

		15.f.i		19.f.i		Access: Secure work area - key cards		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.12.2, 5.12.3		PE-3		Date of the last review

		15.g		19.g		Access: Secure work area		Secure Storage		4.3.4		N/A		5.9.1.6		PE-6		For access control systems (e.g., badge readers, key pads, smart cards, biometrics) that provide the capability to audit access attempts: Are the access attempt logs reviewed on a regular basis?  If "no", skip to question # 20.

		New		19.g.i		Access: Secure work area		Secure Storage		4.3.4		N/A		5.9.1.6		PE-6		How often are the access attempt logs reviewed?

		15.g.i		19.g.ii		Access: Secure work area		Secure Storage 		4.3.4		N/A		5.9.1.6		PE-6		Who reviews the access attempt logs (name and title)?

		16		20		Access: Secure work area access - mechanical keys		Secure Storage 		4.3.4		N/A		N/A.		PE-3		Are mechanical keys used to access the secure work area? If "no", skip to question # 21.

		16.a		20.a		Access: Secure work area access - mechanical keys		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-3		Does the office maintain an inventory record of the total mechanical keys to the secure work area? This includes master keys, duplicates keys, and a record of all personnel issued a mechanical key to the secure work area.

		16.a.i		20.a.i		Access: Secure work area access - mechanical keys		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-2		How are records maintained (e.g. automated file, written log, etc.)?

		16.b		20.b		Access: Secure work area access - mechanical keys		Secure Storage 		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2		PE-2		Who is responsible for the issuance of mechanical keys to the secure work area (name and title)?

		New		20.c		Access: Secure work area access - mechanical keys		Secure Storage 		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.3		PE-2		Are mechanical keys issued only to staff who have a need to access the secure work area?

		16.c		20.d		Access: Secure work area access - mechanical keys		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2, 5.12.2, 5.12.3		PE-2, PS-4, PS-5		Are periodic reviews conducted to reconcile records and determine if users still need access to the secure work area?

		16.c.i		20.d.i		Access: Secure work area access - mechanical keys		Secure Storage		4.3.3 & 4.3.4		Sec II, B, #5, p.7		5.9.1.2, 5.12.2, 5.12.3		PE-2		Date of the last review

		18		21		Access: Secure work area.		Secure Storage		4.3.2		Sec II. B, #8, p.8		5.9.1.2		PE-3		Who has access to the secure work area after hours?

		17		22		Alarms		Secure Storage		4.2 & 9.3.11.6		Sec II, B, #8, p.8		5.9.1.6		PE-6		What types of alarm systems are currently in use in the secure work area / office (e.g. intrusion alarms, motion detectors, exit alarms)? 

		12.a		22.a		Alarms		Secure Storage		4.2 & 9.3.11.6		Sec II, A, #5, p.5		5.9.1.6		PE-6		Who monitors these alarms (name and title)?

		19		23		Cameras		Secure Storage		4.2 & 9.3.11.3		Sec II, B, #8, p.8		5.9.1.6		PE-3, PE-6		Are security cameras used at the secure work area? If "yes", how many cameras are there? If "no", skip to question # 24.

		19.a		23.a		Cameras		Secure Storage		4.2 & 9.3.11.3		Sec II, A, #5, p.5		5.9.1.6		PE-6		Who monitors the security feed (name and title)?

		19.b		23.b		Cameras		Secure Storage		4.2 & 9.3.11.3		Sec II, A, #5, p.5		5.9.1.6		PE-6		Do the cameras record the security feed? If "yes", how long is the electronic media (hard drive, DVR, tapes) maintained?

		20		24		Access: Secure work area		Secure Storage		4.2 Table 2		N/A		5.9.1.1		PE-3		Does the secure work area include a "drop ceiling" and, if so, approximately how much space is there between the false ceiling and the structural ceiling (i.e. is there enough space for a person to be able to crawl over the wall)? If "no", skip to question # 25.

		20.a		24.a		Access: Secure work area		Secure Storage		4.2 Table 2		N/A		5.9.1.1		PE-6		If there is enough space for a person to crawl over a wall, are there compensating controls (e.g. motion detectors, wire mesh, intrusion detection alarms) to deter unauthorized access via the drop ceiling?

		21		25		Access: Secure work area		Secure Storage		4.3		Sec II, B, #7, p.8		5.9.1.7		PE-3		Is the public allowed access to the secure work area? 

		22		26		Visitor access logs		Secure Storage 		4.3		Sec II, B, # 8, p.8		5.9.1.7		PE-8		Do visitors sign a visitor access log?

		22.a		26.a		Visitor access logs		Secure Storage 		4.3		Sec II, B, # 8, p.8		5.9.1.7		PE-8		Does the visitor access log contain all of the required data elements (date of access, name, organization, form of ID used by visitor, purpose of visit, name and organization of person visited, time of entry / exit, visitor signature)?

		New		26.b		Visitor access logs		Secure Storage 		4.3		Sec II, B, # 8, p.8		5.9.1.7		PE-8		Do authorized personnel validate the visitor's identity by examining government-issued identification (e.g. state issued ID, state driver's license, passport, or Oregon Agency ID.) and recording the type of identification in the access log?

		New		26.b.i		Visitor access logs		Secure Storage 		4.3		Sec II, B, # 8, p.8		5.9.1.7		PE-8		Do authorized personnel compare the name and signature entered in the access log with the name and signature on the government-issued identification?

		22.b		26.c		Visitor access logs		Secure Storage 		4.3		Sec II, A, #5, p.5		N/A.		PE-8		Does management review and close out the visitor access log monthly?

		22.c		26.d		Visitor access logs		Secure Storage 		4.3 & Exhibit 9, Table 10		Sec II, C, #7, p.11 		N/A.		PE-8		How long are visitor logs retained?

		23		27		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		5.9.1.2		PE-2		Does the office maintain an authorized access list (AAL) for employees that have a frequent and continuing need to enter the restricted area, but are not assigned to the area?

		23.a		27.a		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		N/A.		PE-2		Does the employee AAL contain all of the required data elements: name, agency or department name, name and phone of agency point of contact, and purpose for access?

		23.b		27.b		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		N/A.		PE-2		How often is the employee AAL reviewed and updated?

		23.c		27.c		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		N/A.		PE-2		How long is the employee AAL retained?

		24		28		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		5.9.1.2		PE-2		Does the office maintain an authorized access list (AAL) for vendors and non-agency personnel (e.g. janitorial contractors, facilities personnel, shred contractors)?

		24.a		28.a		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		N/A.		PE-2		Does the AAL for vendors and non-agency personnel contain all of the required data elements: name of vendor/contractor/non-agency personnel, name and phone number of agency point of contact (POC) authorizing access, name and address of vendor POC, address of vendor/contractor, purpose and level of access?

		24.b		28.b		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		N/A.		PE-2		How often is the AAL for vendors and non-agency personnel reviewed and updated?

		24.c		28.c		Authorized Access Lists		Secure Storage		4.3.1		Sec II, B, # 7, p.8		N/A.		PE-2		How long is the AAL for vendors and non-agency personnel retained?

		28		29		ID cards (badges)		Secure Storage		4.2 & 4.3.2		Sec II, B, # 7, p.8		N/A.		PE-2		Are picture ID cards required to be worn by employees at all times? If "no", skip to question #30.

		28.a		29.a		ID cards (badges)		Secure Storage 		4.3.2		Sec II, B, # 7, p.8		N/A.		PE-2		How are ID cards inventoried or managed?

		29		30		IRS Minimum protection standards		Secure Storage 		4.2		N/A		N/A.		PE-3		The IRS requires two physical barriers be in place to protect data and systems as well as non-electronic forms of FTI. Describe the physical barriers in place by this office. See link below for qualifying barriers.

																		4.2 Minimum Protection Standards Overview

																		Refer to Minimum Protection Standards Checklist for assistance in determining qualifying barriers:

																		MPS Checklist

		29.a		30.a		IRS Minimum protection standards		Secure Storage		4.2		Sec II, A, #8, p.5		N/A.		MP-4		If a security room is used as a barrier, what is the date of the last inspection of the security room?

		34		31		Sharing regulated data		Restricting Access		5.4		Sec I, p.2		5.1.1		MP-2, SA-9, AC-21		Is regulated data made available to personnel outside of agency personnel (contractors, other agencies, etc.)?

		34.a		31.a		Sharing regulated data		Restricting Access		5.4		Sec II, B, #5, p.7		N/A.		MP-2, SA-9, AC-21		List personnel / offices and provide a justification.

		41		32		Contractor access		Disclosure to other Persons		11		Sec I, p.2				AR-3, SA-9, 		Do contractors (e.g. shred companies, IT support, cloud computing providers, consolidated data centers, off-site storage facilities, etc.) have access to regulated data or systems that may contain regulated data?

		41.a		32.a		Contractor access - FTI specific		Reporting Requirements		7.4 & 11.3		N/A		N/A.		N/A		Did the agency provide 45 day notification to the IRS prior to the re-disclosure of FTI to the contractor?

		41.b		32.b		Contractor access - FTI  / CJIS / LEDS specific		Reporting Requirements		11.2 & Exhibit 7		N/A		5.1.1.5		AR-3, SA-9, 		Does the contract requiring the disclosure of FTI or CJIS / LEDS information contain the appropriate safeguard language?

		41.c		32.c		Contractor access		Other Safeguards		6.2		Sec II, B, #3, p.6		5.1.1.5		AR-5, PS-7, SE-2, IR-2		Have the contractors received the necessary security / regulated data training? When did the contractors last take the training?

		7		33		Access: Building access		Secure Storage		4.2		N/A		5.9.1.3		PE-6		How many entrances are there to the building, and where are they located?

		10		34		Guards		Secure Storage		4.3.2 & 9.3.11.3		N/A		5.9.1.3		PE-3		Do guards monitor access to the building? If so, how many posts?

		11		35		Building Security		Secure Storage		N/A.		N/A.		N/A.		PE-3		During what hours is the building open to the public?

		11.a		36		Building Security		Secure Storage		4.3.2		Sec II, B, #1, p.6		5.9.1.6		PE-2, PE-3		Who has access to the building after hours?

		12		37		Alarms		Secure Storage		4.2 & 9.3.11.6		Sec II, B, #8, p.8		5.9.1.6		PE-3		What types of alarm systems are currently in use in the building (e.g. intrusion alarms, motion detectors, exit alarms)?

		12.a		37.a		Alarms		Secure Storage		4.2 & 9.3.11.6		Sec II, A, #5, p.5		5.9.1.6		PE-6		Who monitors these alarms (name and title)?

		13		38		Cameras		Secure Storage		4.2 & 9.3.11.3		Sec II, B, #8, p.8		5.9.1.6, 5.9.1.7		PE-3, PE-6		Are security cameras used at the building? If yes, how many cameras are there?

		13.a		38.a		Cameras		Secure Storage		4.2 & 9.3.11.3		Sec II, A, #5, p.5		5.9.1.6		PE-3, PE-6		Who monitors the security feed (name and title)?

		13.b		38.b		Cameras		Secure Storage		4.2 & 9.3.11.3		Sec II, A, #5, p.5		5.9.1.6		PE-3, PE-6		Do the cameras record the security feed? If yes, how long is the electronic media (hard drive, DVR, tapes) maintained?

		5		39		Storage off-site		Secure Storage		4.6, 6.4, 7.4.3, & 9.3.8.3		Sec II, B, #2, p.6		5.8.1		CP-6, MP-4		Are electronic back-up files stored off-site? If "no", skip to question # 40.

		5.a		39.a		Storage off-site		Secure Storage		9.3.10.5		Sec II, B, #2, p.6		5.8.2.1		CP-6, MP-5		How is regulated data in electronic format (e.g. compact disk [CD], digital video disk [DVD], thumb drives, hard drives, tapes, and microfilm) transported / transferred to the alternate storage facility?

		New		39.b		Storage off-site - FTI specific		Secure Storage		4.4				5.8.2.1		MP-5		Is there a tracking method in place to document activities associated with the transport of FTI in electronic format? If so, please provide a description of the process. 

		New		39.c		Storage off-site - FTI specific		Secure Storage		4.4				N/A.		MP-5		If hand-carried, is FTI in electronic format kept with the authorized individual and protected from unauthorized disclosures? 

		New		39.d		Storage off-site - FTI specific		Secure Storage		4.4		N/A.		N/A.				If transported via the mail or courier service, is the transport documented on a transmittal form and monitored to ensure that each shipment is properly and timely received and acknowledged?

		New		39.d.i		Storage off-site - FTI specific		Secure Storage		4.4		N/A.		N/A.				If transported via the mail or courier service, is the Media double-sealed (one box / envelope inside the other with the inner label marked as "confidential")?

		5.c.i		39.e		Storage off-site		Secure Storage		4.6		Sec II, B, #10, p.9		5.8.2.1		PE-2, MP-5		Is electronic media encrypted?

		5.c.ii		39.f		Storage off-site		Secure Storage		4.6		N/A		5.8.2.1 & 5.9.2		PE-2, MP-5		Is the media containing FTI locked in a turtle case? If so, who controls the key to the turtle case?

		5.c 		39.g		Storage off-site		Secure storage		4.6		Sec II, B, #2, p.6		5.9.1		CP-6, MP-4		What protections are in place at the storage site?

		5.d		39.h		Storage off-site		Secure Storage		4.6		Sec II, B, #5, p.7		5.9.1.2 & 5.9.2		PE-2		Who currently has access to the back-up files (name and title)?

		5.b		39.I		Storage off-site		Secure Storage		4.6, 6.4, 7.4.3, & 9.3.8.3		Sec II, B, #2, p.6? This talks about printed reports not electronic.		N/A.		CP-6, MP-4		Where (site name and address) are the electronic back-up files stored?

		6		40		Storage off-site		Secure Storage		4.6, 6.4, 7.4.3, & 9.3.8.3		Sec II, B, #2, p.6		5.8.1		CP-6, MP-4		Are physical files stored / archived off-site? If "no", skip to question # 41.

		New		40.a		Storage off-site		Secure Storage		4.4 & 9.3.10.5		Sec II, B, #2, p.6		5.8.2.2		CP-6, MP-5		How are physical files that contain regulated data transported / transferred to the alternate storage facility?

		New		40.b		Storage off-site - FTI  / CJIS / LEDS specific		Secure Storage		4.4				5.8.2		MP-4, MP-5		Is there a tracking method in place to document activities associated with the transport of FTI in non-electronic format? If so, please provide a description of the process. 

		New		40.c		Storage off-site - FTI specific		Secure Storage		4.4				N/A.		CP-6, MP-5		If hand-carried, is FTI in Non-electronic format kept with the authorized individual and protected from unauthorized disclosures? 

		New		40.d		Storage off-site - FTI specific		Secure Storage		4.4				N/A.				If transported via the mail or courier service, is the transport documented on a transmittal form and monitored to ensure that each shipment is properly and timely received and acknowledged?

		New		40.d.i		Storage off-site - FTI specific		Secure Storage		4.4				N/A.				If transported via the mail or courier service, is the non-electronic media double-sealed (one box / envelope inside the other with the inner label marked as "confidential")?

		6.b		40.e		Storage off-site		Secure Storage		4.6, 6.4, 7.4.3, & 9.3.8.3		Sec II, B, #2, p.6		5.9.1		MP-4		Where (site name and address) are the physical files stored or archived?

		6.c		40.f		Storage off-site		Secure Storage		4.6		Sec II, B, #2, p.6		5.9.1.1 - 5.9.1.8		MP-4		What protections are in place at the storage / archive site?

		6.c.i		40.g		Storage off-site		Secure Storage		4.6		N/A		N/A.		PE-2		Are physical documents stored off-site that contain FTI locked in a container? If so, what kind of container, and who controls the key to the container?

		6.c.ii		40.h		Storage off-site		Secure Storage		4.6		Sec II, B, #5, p.7		5.9.1.2		PE-2		Who currently has access to the physical files (name and title) that are stored off-site?

		New		41		Remote Access / Teleworking		Secure Storage		4.7		Sec II, A, #4, p.4		5.5.6		AC-17		Do authorized personnel access child support regulated data from telework sites (e.g. employee's home)? If "no", no further questions need be answered. Stop here.

		New		41.a		Remote Access / Teleworking - FTI Specific		Secure Storage		4.7		N/A.		N/A.		N/A.		Do authorized personnel have access to FTI when working from telework sites (e.g. employee's home)?

		New		41.b		Remote Access / Teleworking		Secure Storage		4.7.1 & 9.4.8		N/A.		5.5.6.1		AC-17		Are personnel using personally owned devices (i.e. non-agency owned devices) to access Child Support Program regulated data from telework sites?

		New		41.c		Remote Access / Teleworking		Secure Storage		4.5		Sec II, B, #10, p.9		5.10.1.2		AC-17 & IA-7 		Does the computer or mobile device that is used to access Child Support Program regulated data from the telework site use full-disk encryption?

		New		41.d		Remote Access / Teleworking		Secure Storage		4.7.1		Sec II, B, #2, p.6		5.8.1		MP-4		Does the agency provide locking hardware (e.g. locking file cabinets, desk drawers, security cables for laptops, etc.) for use at the telework site so that documents, and mobile devices may be properly secured when not in use?
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IRS MPS Checklist

				IRS Publication 1075 Minimum Protection Standards Checklist

				The minimum protection standards established by IRS Publication 1075 require at least two qualifying barriers be in place, beginning with the FTI and extending outward, in order to deter, delay, or detect unauthorized access or entry. Completion of this checklist must result in at least two green "Yes" boxes in order to meet the minimum protection standards.  

				Secured Perimeter

				Is the perimeter enclosed by slab-to-slab walls constructed of durable materials and supplemented by periodic inspection?		Yes

				•  If no, is the partition supplemented by electronic intrusion detection and fire detection systems?		Yes

				Are all doors entering the space locked in accordance with Locking Systems for Secured Areas (IRS Publication 1075 4.3.4, p. 19)		No

				Is a fence or gate being used as the secured perimeter?		No

				•  Is the fence or gate equipped with intrusion detection devices (e.g. cameras or motion detectors)		No

				•  Is the fence continually guarded?		No

				•  Is the gate locked and equipped with intrusion alarms?		No

				•  Is the gate continually guarded?		No

				Qualifies as ONE barrier for the Minimum Protection Standards:		NO		YES



				Security Room

				Is the entire room enclosed by slab-to-slab walls constructed of approved materials (e.g. masonry brick, concrete)?		No

				Is the room supplemented by periodic inspection?		No

				Is access to the room limited to specifically authorized personnel?		No

				Are all doors entering the space locked in accordance with Locking Systems for Secured Areas (IRS Publication 1075 4.3.4, p. 19)		No

				Are the hinge pins on the door to the room non-removable or installed in the inside of the room?		No

				Qualifies as ONE barrier for the Minimum Protection Standards:		NO		YES



				Security Container

				Does the container contain a security lock?		No

				Is access to the key / combination to the lock controlled?		No

				Is the security container resistant to forced access?		No

				Qualifies as ONE barrier for the Minimum Protection Standards:		NO		YES



				Badged Employee (s)

				Are authorized employees present at all times (24 hours)?		No

				Do authorized employees wear picture identification badges that are clearly displayed and worn above the waist?		No

				Qualifies as ONE barrier for the Minimum Protection Standards:		NO		YES		Back
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POA&M

		IRS Publication 1075 (6.5 Plan of Action and Milestones) requires the Program to develop and monitor a plan of action and milestones to track corrective actions identified during internal on-site inspections. The POA&M must identify actions that the agency plans to take in order to resolve any findings, and must be updated on a quarterly basis to monitor the progress of actions taken to correct security weaknesses. Populate the columns below with any findings or action items resulting from the internal security review.

		Plan of Action and Milestones

		Name of Office

		Date:

		Item #		Weakness Description		Action and Milestones Description		Scheduled Completion Date		Reviewer Notes
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4.2 MPS Overview

				Back



&A	Page &P of &N	




4.3.4 Locking Systems
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4.0 Secure Storage—IRC 6103(p)(4)(E)

4.1 General

‘Security may be provided for a document, an item, or an area in a number of ways.
These include but are not limited to locked containers of various types, vaults, locked
rooms, locked rooms that have reinforced perimeters, locked buildings, guards,
electronic security systems, fences, identification systems, and control measures.

How the required security is provided depends on the facility, the function of the activity,
"how the activity is organized, and what equipment is available. Proper planning and
organization will enhance the security while balancing the costs

The IRS has categorized federal tax and privacy information as moderate risk. The
‘minimum protection standards (MPS) must be used as an aid in determining the method
of safeguarding FTI. These controls are intended to protect FTI in paper and electronic
form,

4.2 Minimum Protection Standards

The MPSs establish a uniform method of physically protecting data and systems as well
as non-electronic forms of FTI. This method contains minimum standards that will be
applied on a case-by-case basis. Because local factors may require additional security
measures, management must analyze local circumstances to determine location,
container, and other physical security needs at individual facilties. The MPSs have
been designed to provide management with a basic framework of minimum security
requirements.

The objective of these standards is to prevent unauthorized access to FTI. MPS thus.
requires two barriers. Example barriers under the concept of MPS are outlined in the
following table. Each topic represents one barrier and should be used as a starting point
toidentify two bariers of MPS to protect FTI
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Section 4.0

Table 2 - Minimum Protection Standards

[Secured
[Perimeter

[The perimeter is enclosed by slab-to-slab walls constructed of durable
Imaterials and supplemented by periodic inspection. Any lesser-type
Ipartition must be supplemented by electronic intrusion detection and fire
[detection systems. All doors entering the space must be locked in
laccordance with Locking Systems for Secured Areas. In the case of a
[fencelgate, the fence must have intrusion detection devices or be
|continually guarded, and the gate must be either guarded or locked with
intrusion alarms.

[Security Room |A security room s a room that has been constructed to resist forced
lentry_ The entire room must be enclosed by siab-to-slab walls
|constructed of approved materials (e.g., masonry brick, concrete) and
Isupplemented by periodic inspection, and entrance must be limited to
|specifically authorized personnel. Door hinge pins must be non-
Iremovable or installed on the inside of the room.

[Badged
[Employee

[During business hours, if authorized personnel serve as the second
lbarrier between FTI and unauthorized individuals, the authorized
Ipersonnel must wear picture identification badges or credentials. The
lbadge must be clearly displayed and wom above the waist.

[Security
(Container

[ security container is a storage device (e.g., turtle case, safelvault) with
a resistance to forced penetration, with a security lock with controlled
laccess to keys o combinations.

‘The MPS or “two barrier” rule applies to FTI, beginning at the FTI itself and extending
outward to individuals without a need-to-know. The MPS provides the capabilty to
deter, delay, or detect sureplitious entry. Protected information must be containerized
in areas where other than authorized employees may have access after-hours.

Using a common situation as an example, often an agency desires or requires that
‘security personnel or custodial service workers or landlords for non-govemment-
‘owned faciliies have access to locked buildings and rooms. This may be permited as
long as there is a second barrier to prevent access to FTI. A security guard, custodial
services worker, or landlord may have access to a locked building o a locked room if
FTl s in alocked security container. If FTI s in a locked room but not in a locked
‘security container, the guard, janitor. or landiord may have a key to the building but
not the room

‘Additional controls have been integrated into this document that map to National
Institute of Standards and Technology

These are identified in Section 9.3, NIST SP 800-53 Gorifrol Requirements.
Per NIST guidelines, policies and procedures must be developed, documented, and
disseminated, as necessary, to faclitate implementing physical and environmental
protection controls.
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4.3.3 Control and Safeguarding Keys and Combinations

=

Al containers, rooms, buildings, and faciliies containing FTI must be locked when not in
actual use.

Access to a locked area, room, o container can be controlled only if the key or
combination is controlled. Compromising a combination of losing a key negates the
‘security provided by that lock. Combinations to locks must be changed when an
employee who knows the combination retires, terminates employment, transfers to
‘another position or at least annually.

Combinations must be given only to those who have a need to have access to the area,
room, or container and must never be written on a sticky-note, calendar pad, or any
other item (even though t is carried on one’s person or hidden from view). An envelope
containing the combination must be secured in a container with the same or a higher
‘security classification as the highest ciassification of the material authorized for storage
in the container or area the lock secures.

Keys must be issued only to individuals having a need to access an area, room, or
container. Inventory records must be maintained on keys and must account for the total
keys available and keys issued. The inventory must account for master keys and key
duplicates. A periodic reconciliation must be done on all key records. The number of
Keys or persons with knowledge of the combination to a secured area will be kept to a
minimum. Keys and combinations will be given only to those individuals who have a
frequent need to access the area

4.3.4 Locking Systems for Secured Areas

‘The number of keys or persons with knowledge of the combination to a secured area
will be kept to a minimum. Keys and combinations will be given only to those individuals
Who have a frequent need to access the area.

Access control systems (e.g., badge readers, smart cards, biometrics) that provide the
capabilty to audit access control attempts must maintain audit records with successful
‘and falled access attempts to secure areas containing FTI o Systems that process FTI
Agency personnel must review access control logs on a monthly basis. The access
control log must contain the following elements

« Owner of the access control device requesting access
« Success/failure of the request
« Date and time of the request

4.4 FTlin Transit

Handling FTI must be such that the documents do not become misplaced or available to
unauthorized personnel
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entire population of state and federal returns, where building a set of dummy data
s not feasible; and

c. Testing audit selection queries that run against the entire population of federal

retums to identity potential state non-flers, where building a set of dummy data

that would correspond to actual state retums is not feasible
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9.4.7 Media Sanitization

‘The type of sanitization performed depends on whether or not the media:

a. Isto be reused by the agency for continued use with FTI; or
b. Wil be leaving agency control

Ifthe media will be reused by the agency for the same purpose of storing FTI and will
not be leaving organization control, then clearing is a sufficient method of sanitization. If
the media will be reused and repurposed for a non-FTI function or will be leaving
organization control (.e., media being exchanged for warranty, cost rebate, or other
purposes and where the specific media will not be retumed to the agency). then purging
‘should be selected as the sanitization method. If the media will not be reused at all, then
destroying is the method for media sanitization

‘The following media sanftization requirements are required

a. The requirements are applicable for media used in a *pre-production’ or “test”
environments

b. The technique for clearing, purging, and destroying media depends on the type
‘of media being sanitized

c. Arepresentative sampling of media must be tested after sanitization has been

completed

Media sanitization should be witnessed or verified by an agency employee.

e. Media sanitization requirements are the same, regardiess of where the

information system media is located. However, the party responsible for each

step of the sanitization process may differ.

Additional media sanitization requirements are available on the Office of Safeguards
website.

9.4.8 Mobile Devices
Background
Mobile devices provide several unique security and management challenges when used
to access comorate resources, including sensitive data. Mobile devices can store vast

‘amounts of data and, by default, security options are not enabled. This leaves the
devices vulnerable to allowing an unauthorized person to gain access to the information
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Media Sanitization Techniques

Exhibit 11

Exhibit 11 Media Sanitization Techniques

The technique for clearing, purging, and destroying media depends on the type of

media to be sanitized.

Table 11 - Media Sanitization Techniques

Clear

Purge

Magnetic Disks

[Fioppy disks [Overwrite media with
|agency-approved
lsoftware and vaiidate the |
lovenwritten data

Degauss in a NSAICSS-
approved degausser

Incinerate floppy disks and
diskettes by buming them ina
licensed incinerator

Shred

[ATAnara |Overwrite media with
arives lagency-approved and

\valigated overwriting
[technologiesimethods/
tools.

‘Secure erase,
Degauss, or
Disassemble and
degauss the enciosed
platters

Incinerate hard disk drives by
buming them in a licensed
incinerator

shred

l+ Pulverize
|+ Disintegrate

[UsB [Overwrite media with
removable |agency-approved and
larives \validated overwriing

{technologiesimethods/
tools.

‘Secure erase,
Degauss with a
NSACSS-approved
degausser, or
disassemble and
degauss enciosed
platters with a
NSAICSS-approved
degausser

Incinerate hard disk drives by
buming them in a licensed
incinerator

shred

Pulverize

Disintegrate

[Overwrite media with
lagency-approved and
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1.0 Purpose 


 
The purpose of this policy is to establish policies and procedures for conducting background 
investigations on employees of the Office of Recovery Services (ORS).  Background checks will be 
conducted to meet internally-identified agency needs as well as to meet requirements placed on ORS by 
the Department of Human Services (DHS) and external agencies that provide data to ORS.  In any areas 
where there are conflicting standards placed on ORS by various agencies, the stricter standard must be 
adopted by ORS as the minimum standard. 
 
DHS has established minimum background standards for its employees to protect the physical safety, as 
well as the financial and personal identification information, of clients served Department-wide.   
 
The Department of Workforce Services (DWS) has established a minimum background standard for 
employees of external agencies who access eRep, eShare, eFind, or any similar eligibility data.  The 
standards are set forth in the contract between ORS and DWS containing the terms for access to the 
DWS system. 
 
The Bureau of Criminal Identification (BCI), as directed by the Federal Bureau of Investigation (FBI), has 
established minimum standards for users of information obtained from the Utah Criminal Justice 
Information System (UCJIS).  Because data obtained from UCJIS is entered in ORSIS, all ORS employees 
are subject to the BCI standards for “users” of UCJIS information, regardless of whether an employee 
has personal access and a password to directly access the UCJIS system.   
 
Internal Revenue Service (IRS) Publication 1075 (subsections 5.1.1 and 9.3.13.3) requires agencies with 
access to Federal Tax Information (FTI) to conduct background screenings prior to granting access to FTI 
to ORS employees, contractors, or subcontractors.    
 
Due to the IRS Publication 1075 requirements, this policy must be reviewed annually, effective 
September, 2016.   
 
2.0 Persons Affected 


 
All ORS employees and contractors should be familiar with this policy. 


 
3.0 Definitions 
 
Conditional offer of employment:  An offer of employment which is conditioned upon successfully 
passing the necessary background checks. 
 
Moral turpitude:  A legal term indicating “conduct that is considered contrary to community standards 
of justice, honesty or good morals.” (West’s Encyclopedia of American Law, as quoted by legal-
dictionary.thefreedictionary.com.) 
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Non-access User of BCI information:  Any person who obtains UCJIS records from a person who has 
direct access.  A non-access user is still considered a “user” of BCI information.  All ORS employees are 
considered non-access users as a minimum classification. 
 
Prospective employee:  A person who is applying for employment with ORS. 
 
Rapback:  A digital fingerprint storage solution maintained by the FBI which continually monitors for 
new legal infractions associated with the stored fingerprints. 
 
Terminal Agency Coordinator (TAC):  The ORS contact person for BCI on UCJIS-related issues.  Because 
the TAC is already required to perform background checks on all employees for BCI purposes, this 
position will also be used to conduct or coordinate all background checks for ORS.  ORS also has an 
Alternate TAC for back-up purposes.  Although this policy refers to the ORS TAC, the Alternate TAC 
performs the same duties.  Contact the CSS Policy Analyst Supervisor if you are unsure who the current 
TAC or Alternate TAC for ORS is. 
 
User of BCI information:  Any person working for or with an agency who has direct access to any UCJIS 
information.  This includes active users and non-access users. 
 
Utah Criminal Justice Information System (UCJIS):  A locate resource used by ORS but maintained by BCI 
that contains information from a variety of criminal justice databases. 
 
4.0 Policy 
 
4.1 Frequency 
 
DHS has the strictest requirement regarding frequency of background checks; therefore, the frequency 
of background checks (as determined by DHS requirements) is as follows: 
 
--All prospective employees must undergo a background check upon being given a conditional offer of 
employment with ORS. 
 
--All existing ORS employees must undergo a complete initial background check by September 30, 2015, 
which will count as the first “annual” background check for calendar year 2015.  Beginning in January, 
2016, all existing employees must submit to an annual background check based on the employee’s birth 
month (provided by the Department of Human Resource Management--DHRM) or the employee’s bi-
annual UCJIS recertification date (whichever comes first within the calendar year).  After 2016, all 
existing employees must submit to an annual background check based on the employee’s birth month 
provided by DHRM. 
 
--All ORS employees being promoted or moving to new positions must undergo a complete background 
check, if their fingerprints are not already stored in “Rapback,” or a partial background check, if a 
complete check has already been completed including “Rapback” storage (ORS requirement).   
 
Note:  If fingerprints have been obtained on or after July 1, 2015 (and are permanently stored in digital 
form by BCI as part of “Rapback”), employees are not expected to be required to submit additional 
fingerprints as part of subsequent background checks unless new prints are specifically requested by 
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BCI.   BCI will attempt to convert prints obtained after January 1, 2014 into the “Rapback” system; 
however, new prints may be required if the conversion is unsuccessful.  
 
4.2 Standards 
 
The standards listed below are provided as a guideline.  The lists of legal offenses provided are not 
intended to be all-inclusive.  Each external agency setting its standards for background checks, as well as 
the ORS, has the right to change its standards without prior notice.  In addition, as specific background 
checks return results which have not been anticipated by the standards below, each standard-setting 
agency has the right to follow through with the employee action deemed appropriate, regardless of the 
standards listed below. 
 
4.2.1 Bureau of Criminal Identification 
 
BCI automatically denies “user” (both direct “user” and “non-access user”) status to any individual with 
a Class B Misdemeanor or higher, regardless of the length of time since the infraction. 
 
4.2.2 Department of Human Services  
 
(The information below is the proposed criteria for DHS.  Final DHS policy is pending.) 
 
Automatic Denial Criteria 
 Automatic denial for offenses outlined in U.C.A. 62A-2-120(5)(a) 
 Any felony convictions within the past five (5) years 
Reviewable Criteria 
 All other circumstances outlined in U.C.A. 62A-2-120(6)(a) 
 Any misdemeanor convictions and pending misdemeanor charges over five (5) years  
 Any MIS supported and substantiated findings 
 
4.2.3 Office of Recovery Services 
 
ORS employees have a high level of access to money, financial information, restricted information and 
other personal identification for the clients served.  Because of this, ORS has established the following 
standards, so far as they do not conflict with any external agency criteria.  These standards will also be 
used to determine if ORS will assist with or pursue appeals or reviews by external agencies that may 
have stricter criteria than that listed below. 
 
Automatic Denial Criteria 
 Felonies of moral turpitude within 10 years 
 Felony drug charges within 10 years 
 Misdemeanors (Class B or higher) of moral turpitude within 5 years 
Reviewable Criteria 


Other convictions MAY be reviewed.  Consideration may be given based on some of the criteria 
suggested in U.C.A. 62A-2-120(6)(b), and any additional criteria found to be relevant specifically 
to ORS, for example: 
 The date of the offense 
 The nature and seriousness of the offense 
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 The circumstances under which the offense or incident occurred 
 The age of the perpetrator when the offense or incident occurred 
 Whether the offense was isolated or repeated 
 Whether the offense or incident directly relates to abuse of a child or vulnerable adult 
 Relationship of offense to present job or information access 


 
Convictions in any of the areas below or any other legal area not anticipated below but found to cause 
concern due to the job duties or information which is available to ORS employees will be reviewed, 
regardless of the time that has passed since the conviction.    
 
Convictions for felonies or misdemeanors committed outside of Utah, that if committed in Utah, would 
constitute a violation of an offense described in this policy will be reviewed as if the violation had been 
committed in Utah.  [Based on U.C.A. 62A-2-120(5)(a)(ix).] 
 
The following list is not all-inclusive, but provides an idea of crimes which are considered crimes of 
moral turpitude. 
 
Fraud:   


U.C.A. 76-6-506 to 506.6 “Financial transaction card offenses”; 
U.C.A. 76-6-506.7 “Obtaining encoded information on a financial transaction card with the 
intent to defraud the issuer, holder, or merchant”; 
U.C.A. 76-6-511 “Defrauding creditors”; 
U.C.A. 76-6-517 “Making a false credit report”; 
U.C.A. 76-6-518 “Criminal simulation”; 
U.C.A. 76-6-521 “Fraudulent insurance act”; 
U.C.A. 76-6-1102 “Identity fraud crime”;  
U.C.A. 76-6-1203 “Mortgage fraud”; 


 
Public Employee Misconduct 
 U.C.A. 76-6-504 “Tampering with records - Penalty”; 


U.C.A. 76-6-513 “Definitions - Unlawful dealing of property by a fiduciary - Penalties”; 
 U.C.A. 76-8-103 “Bribery or offering a bribe”; 


U.C.A. 76-8-104 “Threats to influence official or political action”; 
 U.C.A. 76-8-105 “Receiving or soliciting bribe or bribery by public servant”; 


U.C.A. 76-8-201 “Official misconduct – Unauthorized acts or failure of duty”; 
 U.C.A. 76-8-202 “Official misconduct – Unlawful acts based on ‘inside’ information”; 


U.C.A. 76-8-306 “Obstruction of justice in criminal investigations or proceedings – Elements –  
Penalties - Exceptions”; 


U.C.A. 76-8-308 “Acceptance of bribe or bribery to prevent criminal prosecution - Defense”; 
 U.C.A. 76-8-402 “Misusing public monies”; 
 U.C.A. 76-8-403 “Failure to keep and pay over public monies”; 
 U.C.A. 76-8-412 “Stealing, destroying, or mutilating public records by custodian”; 
 U.C.A. 76-8-413 “Stealing, destroying, or mutilating public records by one not custodian”; 
 U.C.A. 76-8-414 “Recording false or forged instruments”; 
 U.C.A. 76-8-502 “False or inconsistent material statements”; 


U.C.A. 76-8-503 “False or inconsistent statements”; 
 U.C.A. 76-8-504 “Written false statement”; 
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 U.C.A. 76-8-504.6 “False or misleading information”; 
 U.C.A. 76-8-508 “Tampering with witness – Receiving or soliciting a bribe”; 


U.C.A. 76-8-509 “Extortion or bribery to dismiss criminal proceeding”; 
U.C.A. 76-8-511 “Falsification or alteration of government record - Penalty”; 


 
Computer Crimes 
 U.C.A. 76-6-703 “Computer crimes and penalties”; 
 
Crimes Incident to Any Type of Office 
 U.C.A. 76-6-404 “Theft - Elements”; 
 U.C.A. 76-6-404.5 “Wrongful appropriation - Penalties”; 
 U.C.A. 76-6-501 “Forgery and producing false identification – Elements of offense - Definitions”; 


 
Some crimes may not appear on the list above if committed only once; however, if repeated, the 
infraction may become a felony and then be considered a crime of moral turpitude. 


 
4.3  Consent 
 
Consent to a background investigation must be given by the employee (or prospective employee, if not 
yet employed by ORS) prior to conducting any background investigation.  Refusing to consent to a 
background investigation will render the employee ineligible for new or continued ORS employment, 
system access, or promotion.   
 
Consent for a background investigation is documented on two forms:  the “Authorization and Waiver for 
Criminal Background Check” (form APBC), which contains the language and requirements outlined for 
background checks for UCJIS users; and the DHS Background Check Authorization, which contains the 
DHS’s background check language and gathers additional information for the required MIS check 
conducted by the Office of Licensing. 
 
4.3.1 New Employees 
 
At the point where a conditional offer of employment has been approved by ORS Administration and by 
DHRM: 
 
The hiring official will obtain a completed form APBC-Preprint “Authorization and Waiver for Criminal 
Background Check” and a completed “DHS Background Check Authorization” from the prospective 
employee.  (Note:  These forms cannot be obtained until after the conditional offer of employment has 
been made to the prospective employee due to the personal information requested.) 
 
The original forms must be personally delivered to the ORS TAC or sent to the assigned ORS TAC through 
state mail.  Due to the sensitive information contained on the forms, they should not be submitted to 
the TAC by e-mail.  Faxing these forms is discouraged due to the potential of misdialing; however, in an 
emergency situation, if arrangements can be made with the ORS TAC to wait by the fax machine to 
receive the documents immediately, the ORS Director may approve an exception.       
 
4.3.2 Current ORS Employees 
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The TAC will initiate the background check process using the APBC “Authorization and Waiver for 
Criminal Background Check” form in Adobe Workspace.   
 
The employee will complete the APBC form, found in the employee’s Adobe Workspace “To Do,” queue 
within a week.  The employee must also complete the “DHS Background Check Authorization” form and 
route the form to the TAC through state mail or personal delivery within a week.  Due to the sensitive 
information contained on the forms, they should not be submitted to the TAC by e-mail.  Faxing these 
forms is discouraged due to the potential of misdialing; however, in an emergency situation, if 
arrangements can be made with the ORS TAC to wait by the fax machine to receive the documents 
immediately, the ORS Director may approve an exception. 
 
4.4 Background Check procedures 
 
4.4.1 Sources Checked 
 
The following groups will be involved in performing a complete background check for ORS employees: 
 
4.4.1.1 ORS/UCJIS Terminal Agency Coordinators (TAC) 
 
The TAC will initiate the background check process for current ORS employees.  The TAC may complete a 
full or a partial background check based on the criteria below. 
 
A full background check will be completed for new employees or existing ORS employees whose 
fingerprints have not yet been added to the FBI “Rapback” system.  In a full background check, the TAC 
will review the sources available within UCJIS as well as contact BCI to check the Interstate Identification 
Index (commonly referred to as “Triple I”) system. 
 
A partial background check will be completed for existing ORS employees whose fingerprints have been 
added to the FBI “Rapback” system as part of a previously completed full background check.  In a partial 
background check, the TAC will review the sources available within UCJIS, at a minimum, although 
“Triple I” or FBI may be checked if needed.   
 
New employees/probationary employees:  If the UCJIS or “Triple I” sources produce any information 
which would yield a denial by BCI for “user” status, the conditional offer will be withdrawn, and no other 
portions of the background check will be completed. 
 
The TAC will also coordinate the Department background check efforts with the Office of Licensing. 
 
4.4.1.2 Office of Licensing 
 
The Office of Licensing will complete its portion of the background check on all new employees and 
annually on all current ORS employees.  
 
Upon completion of the full or partial background check by the TAC, the “DHS Background Check 
Authorization” form will be forwarded to the Office of Licensing to review the Department of Child and 
Family Services’ Management Information System (MIS).  Pursuant to U.C.A. 62A-1-118, the Office of 
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Licensing will be searching for adjudications of abuse or neglect or substantiated findings of abuse or 
neglect. 
 
New employees/probationary employees:  If the MIS yields any information which would require a DHS 
review, the conditional offer will be withdrawn, and no other portions of the background check will be 
completed. 
 
4.4.1.3 Federal Bureau of Investigation (FBI) 
 
Upon completion of the MIS check, the TAC will provide instructions to the employee to submit 
fingerprints to BCI for the final background check by the FBI.   
 
Fingerprints obtained after July 1, 2015 have been entered into the FBI’s “Rapback” system.  “Rapback” 
continually monitors for new infractions.  If new infractions are found for ORS employees, “Rapback,” in 
conjunction with the FBI and BCI, will notify ORS.  Fingerprints are maintained in the “Rapback” system 
until ORS notifies BCI that an individual is no longer employed by ORS (i.e., is no longer a “User” or 
“Non-access User” of BCI information). 
 
New employees/probationary employees:  Fingerprints should be submitted to BCI within the first week 
of employment.  Until the results are provided by the FBI, employment remains conditional.  If the FBI 
check produces any information which would yield an automatic denial by BCI for “user” status, the 
conditional employment will be terminated.   
 
4.5 Appeals 
 
4.5.1 New or Probationary Employees 
 
New employees or probationary employees:  Because of the investment of resources required to file 
appeals with BCI or undergo the DHS Review process, ORS has adopted the general position that it will 
not appeal or submit for review any infraction which is automatically denied by BCI for “user” status 
when found on prospective employees or probationary employees.  Conditional offers of employment 
will be rescinded and probationary employment will be terminated. 
 
4.5.2 Current employees   
 
Current employees with infractions that appear on a background check may no longer meet the 
minimum standards for employment by ORS and may be subject to personnel actions in conjunction 
with the Department of Human Resource Management. 
 
Separate appeals to background check results must be filed with the applicable external agencies that 
have imposed standards upon ORS employees.  Some external agencies require ORS to file the appeal 
(or request the review) on behalf of the employee.  ORS will utilize its standards explained above, in 
combination with the external agency’s standards, to determine if an appeal will be filed by the agency. 
 
4.5.2.1 Appeals to Bureau of Criminal Identification  
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Appeals to BCI must be filed by ORS Administration, not directly by the employee.  ORS Administration 
will review the infraction(s) listed on the background check results against the criteria provided in this 
policy and determine if an appeal is appropriate.   
 
If it is determined that an appeal will be filed by ORS Administration pursuant to this policy, the 
employee will be required to provide all documentation related to the infraction(s) and resolution of the 
infraction(s) that is required by BCI as part of the appeal process.  ORS Administration will submit the 
appeal request and the supporting documentation to BCI.  The decision of BCI will be final.  If the appeal 
is not granted by BCI, the matter will be referred to the Department of Human Resource Management 
to assist with the next appropriate step. 
 
If it is determined that an appeal by ORS Administration is not appropriate pursuant to this policy, or if 
the employee fails to provide the necessary documentation to support the appeal, the matter will be 
referred to the Department of Human Resource Management to assist with the next appropriate step. 
 
4.5.2.2 Appeals to Department of Human Services 
 
Potential personnel actions as a result of background checks are handled by ORS Administration, the 
Department of Human Resource Management, and the DHS Executive Director’s Office.   Any situation 
that merits personnel action in conjunction with DHRM will outline the appeal process available to the 
employee within the documentation that is issued to the employee. 
 
4.6 IRS Publication 1075 Background Check Requirements 
 
Pursuant to IRS Publication 1075, Section 5.1.1 (quoted text is from IRS Publication 1075 followed by an 
explanation of how ORS meets the stated requirement): 
 


• “State and local agencies which are not required to implement the federal background 
investigation standards must establish a personnel security program that ensures a 
background investigation is completed at the appropriate level for any individual who will 
have access to FTI using the guidance below as the minimum standard and a reinvestigation 
conducted within 10 years at a minimum. 


 
“Agencies must develop a written policy requiring that employees, contractors, and sub-
contractors (if authorized), with access to FTI must complete a background investigation 
that is favorably adjudicated.”   
 
-This policy serves as the written policy for this requirement. 


 
• “The written background investigation policy must establish a result criterion for each 


required element which defines what would result in preventing or removing an employee’s 
or contractor’s access to FTI.”   
 
-This policy contains the criteria for “passing” a background check. 


 
• “Agencies must initiate a background investigation for all employees and contractors prior 


to permitting access to FTI.”   
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-As described in this policy, passing a background check is a condition of employment at 
ORS, and therefore, a condition of gaining access to FTI.  Contractors must also pass a 
background check prior to being granted access to FTI. 


 
• “State agencies must ensure a reinvestigation is conducted within 10 years from the date of 


the previous background investigation for each employee and contractor requiring access to 
FTI.”   
 
-The “Rapback” system provides continual monitoring of fingerprinted employees and the 
proposed DHS schedule for reverifying background checks (currently being followed by ORS) 
is annually. 


 
• “Agencies must make written background investigation policies and procedures as well as a 


sample of completed employee and contractor background investigations available for 
inspection upon request.”   
 
-This policy serves as the documentation of background investigation policies and 
procedures.  ORS background check forms for ORS employees are stored in Content 
Manager in the limited-access Item Type “HR Forms.” Access is limited to the ORS Director 
when there is a “hit” and further investigation is required on a background check.  
Background check procedures and samples for contractors must be obtained directly from 
the contractors when needed. 


 
• “Background investigations for any individual granted access to FTI must include, at a 


minimum: 
 


o “FBI fingerprinting.”   
 
-This is included in a background check for access to UCJIS data which applies to all ORS 
employees. 


 
o “Check of local law enforcement agencies where the subject has lived, worked, and/or 


attended school within the last 5 years, and if applicable, of the appropriate agency for 
any identified arrests.”   
 
-The UCJIS background check includes local law enforcement agencies as well as a Triple 
I check for incidents in other states. 


 
o “Citizenship/residency – Validate the subject’s eligibility to legally work in the United 


States. . . .”   
 
-The Department of Human Resource Management guides hiring authorities through 
the citizenship verification and Form I-9 process as part of the onboarding procedures 
for all new employees.   


 
5.0 Forms 
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APBC—Authorization and Waiver for Criminal Background Check:  This form provides information 
related to the UCJIS background check and requests the employee information required to complete the 
UCJIS background check process.  ORS employees will complete this form in Adobe Workspace.  The ORS 
TAC will initiate the Adobe Workspace process which sends this form to the employee’s “To Do” queue 
when a background check is required.  Contractors and conditional ORS employees will complete a hard-
copy version of the form described below. 
 
APBC-Preprint—Authorization and Waiver for Criminal Background Check:  This form provides 
information related to the UCJIS background check and requests the employee information required to 
complete the UCJIS background check process.  This form is available on the ORS shared drive at 
I:\FORMS\APBC-Preprint-Authorization and Waiver for Criminal Background Check. 
 
DHS Background Check Authorization:  (Pending finalization by DHS). 


 
6.0 Related Policies or Key Documents 


 
6.1 State or Department Policy 


 
U.C.A. 53-10-108 
 
Utah Administrative Code: R722-900-4 
 
DHS Policy is being developed.  The ORS policy has been reviewed with consideration given to the DHS 
policy under development and has been approved for use while DHS policy is pending. 
 
6.2 ORS Policy 


 
6.3 Bureau Policy 


 
CS RSRC 280 Utah Criminal Justice Information System (UCJIS) 


 
6.4 Other Documents 


 
BCI Operations Manual (available only through the UCJIS program’s TAC Website). 
 
IRS Publication 1075 (Particularly Section 5.1.1 and 9.3.13.3.  Revised 09-2016.) 
 
National Crime Information Center (NCIC) Operating Manual (available only through the UCJIS program’s 
TAC Website). 


 
7.0 Revision History 


 
Effective Date Change 
05/31/2012 New policy. 
05/21/2013 Revision.  Add that a background check is necessary prior to system access.  
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